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ABSTRACT

Deepfake technology has emerged as a significant threat to modern criminal justice systems due
to its ability to generate highly realistic synthetic audio-visual content. In Indonesia, the increasing
accessibility of deepfake tools has raised concerns regarding identity fraud, defamation, political
manipulation, and sexual exploitation. This article analyzes the challenges posed by deepfake
technology within the Indonesian criminal justice framework. Employing normative legal
research and comparative analysis, the study examines the adequacy of existing provisions under
Indonesian criminal law, including electronic information and transaction regulations, in
addressing deepfake-related offences. The findings reveal that current legal instruments are
fragmented and lack explicit recognition of synthetic media as a distinct category of digital
evidence or criminal instrument. Furthermore, challenges arise in proving authenticity,
establishing intent, and attributing liability to perpetrators operating across jurisdictions. The
article argues that the absence of specific regulation creates enforcement gaps and weakens
deterrence. It recommends the development of a dedicated legal framework addressing synthetic
media crimes, improved digital forensic capacity, and international cooperation mechanisms. The
study concludes that deepfake technology requires urgent doctrinal and regulatory adaptation to
safeguard legal certainty and protect victims in Indonesia’s digital ecosystem.

KEYWORDS: Deepfake, Digital Crime, Criminal Justice Indonesia, Cybercrime, Digital Evidence,
Artificial Intelligence

INTRODUCTION

The rapid development of Artificial Intelligence (AI) has fundamentally
transformed contemporary digital environments by introducing technologies
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capable of performing complex cognitive tasks, generating information, and
simulating human behavior. AI has evolved from conventional
computational systems into advanced machine-learning models that can
analyze large-scale data, recognize patterns, and produce human-like
outputs. One of the most significant developments within this technological
evolution is the emergence of generative artificial intelligence (generative Al),
which enables machines to create original digital content, including text,
images, audio, and video. Unlike traditional computational systems that
primarily process existing information, generative AI produces synthetic
outputs through sophisticated deep learning mechanisms, creating both
opportunities and challenges for society (Goodfellow et al., 2014; Bommasani
et al., 2021).

Among the most prominent applications of generative Al is deepfake
technology, a form of synthetic media that utilizes deep learning algorithms
to manipulate or generate realistic audiovisual content. Deepfake systems
commonly rely on neural network architectures, particularly Generative
Adversarial Networks (GANSs), to replicate human facial expressions, voices,
and behavioral patterns with increasing levels of accuracy (Goodfellow et al.,
2014). Initially, deepfake technology was developed for legitimate purposes,
including film production, digital entertainment, education, and accessibility
applications. However, the rapid availability of Al-based tools has also
enabled malicious actors to exploit this technology for unlawful purposes,
transforming deepfake from a technological innovation into a potential
instrument of digital criminality (Westerlund, 2019).

The misuse of deepfake technology has become a growing global concern
due to its ability to undermine the authenticity of digital information.
Criminal actors have utilized deepfake applications for various forms of
cyber-enabled offenses, including identity fraud, financial deception, political
manipulation, misinformation dissemination, and the creation of non-
consensual synthetic content. The ability to produce highly realistic fabricated
videos and audio recordings challenges traditional assumptions regarding
the reliability of digital information and creates significant risks for
individuals, institutions, and democratic processes (Chesney & Citron, 2019).
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Furthermore, the increasing accessibility of generative Al tools reduces
technological barriers, allowing individuals with limited technical expertise
to generate convincing synthetic media at a scale previously unavailable.

The relationship between deepfake technology and digital crime
represents a significant transformation in the nature of cybercrime.
Traditional cyber offenses have generally focused on unauthorized access,
data theft, system disruption, or exploitation of technological vulnerabilities.
In contrast, deepfake-based crimes primarily target human perception, trust,
and decision-making processes by manipulating digital representations of
reality. This characteristic introduces a new dimension of criminality in which
the central challenge is not merely the protection of computer systems but
also the preservation of authenticity and credibility in digital communication
environments (Wall, 2017). Consequently, criminal justice systems must
adapt to address offenses that exploit both technological infrastructure and
human vulnerability.

Indonesia represents an important context for examining the legal
implications of deepfake technology due to its rapid digital transformation
and extensive use of online platforms. The growth of internet penetration,
social media engagement, and digital financial services has expanded
opportunities for digital interaction while simultaneously increasing
exposure to technology-related crimes. Although Indonesia has established
legal instruments to regulate electronic information and cyber-related
offenses, including provisions under the Electronic Information and
Transactions Law (Undang-Undang Informasi dan Transaksi Elektronik/UU
ITE), these regulations were primarily developed to address conventional
forms of cybercrime rather than emerging threats involving artificial
intelligence-generated content. Therefore, the increasing use of deepfake
technology raises questions regarding the adequacy and adaptability of
Indonesia’s current criminal justice framework (Sulistiyono & Prasetyo,
2022).

A fundamental challenge associated with deepfake-related crimes
concerns the identification and attribution of perpetrators. Unlike
conventional crimes, where physical evidence and direct observations often
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support criminal investigations, deepfake offenses frequently occur within
anonymous and borderless digital environments. Perpetrators may utilize
encrypted communication platforms, anonymous accounts, and
sophisticated digital techniques to conceal their identities. This creates
difficulties for law enforcement authorities in establishing the connection
between individuals and criminal acts, particularly when digital traces are
limited or deliberately manipulated (Brenner, 2010). The complexity of
attribution therefore represents a major obstacle in ensuring effective criminal
accountability.

Another significant challenge involves the admissibility and reliability of
digital evidence in criminal proceedings. The increasing sophistication of
deepfake technology creates uncertainty regarding whether audiovisual
materials presented before courts represent authentic evidence or Al-
generated manipulation. Digital evidence has traditionally played an
important role in modern criminal investigations; however, the emergence of
synthetic media requires enhanced forensic methods capable of verifying
content integrity and detecting artificial modifications (Verdoliva, 2020). For
Indonesia, this issue raises important legal questions concerning evidentiary
standards, forensic capacity, and judicial interpretation in cases involving Al-
generated materials.

Based on these challenges, this research examines the extent to which
deepfake technology functions as a tool of digital crime and evaluates the
capacity of the Indonesian criminal justice system to respond to such
emerging threats. This study seeks to analyze how deepfake technology is
utilized in criminal activities, assess whether existing Indonesian legal
frameworks are sufficient to address deepfake-related offenses, and identify
necessary legal reforms to strengthen criminal justice responses. By focusing
on these issues, the research contributes to broader discussions regarding
artificial intelligence governance, cybercrime regulation, and the future
development of criminal law in the digital era.

The significance of this research lies in both theoretical and practical
contributions. From a theoretical perspective, this study expands cybercrime
and criminal law scholarship by examining how artificial intelligence alters
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traditional concepts of criminal conduct, responsibility, and evidence.
Deepfake technology demonstrates that contemporary digital crimes
increasingly involve the manipulation of information and perception rather
than solely unauthorized access to technological systems. Therefore, this
research contributes to the development of legal theories concerning
technology-mediated criminal behavior and the challenges of maintaining
legal certainty in rapidly evolving digital environments (Wall, 2017).

From a practical perspective, this research provides insights for
policymakers, law enforcement agencies, judicial institutions, and digital
forensic professionals in developing effective strategies to address deepfake-
based crimes in Indonesia. Strengthening regulatory frameworks, improving
investigative capabilities, enhancing digital forensic expertise, and
establishing clearer standards for Al-generated evidence are essential steps
toward ensuring that criminal justice systems remain capable of responding
to emerging technological threats. Through a comprehensive legal approach,
Indonesia can enhance digital trust, protect individual rights, and maintain
the integrity of justice mechanisms in the era of artificial intelligence.

CONCEPTUAL FRAMEWORK: DEEPFAKE TECHNOLOGY & DIGITAL
CRIME

The emergence of deepfake technology represents a significant development
in the relationship between artificial intelligence and digital criminality. As a
form of synthetic media, deepfake technology challenges conventional
understandings of authenticity, evidence, and trust in digital environments.
The concept of deepfake is derived from the combination of “deep learning”
and “fake,” referring to artificially generated or manipulated digital content
produced through advanced machine-learning techniques. Unlike traditional
forms of digital editing, deepfake technology enables the creation of highly
realistic audiovisual materials that imitate real individuals, including their
appearance, voice, facial expressions, and behavioral characteristics
(Westerlund, 2019). From a criminological perspective, the significance of
deepfake lies not only in its technological sophistication but also in its
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capacity to facilitate new forms of deception and exploitation.

Artificial Intelligence (AI) provides the fundamental technological
foundation for deepfake development. Al refers to computational systems
designed to perform tasks that traditionally require human intelligence,
including learning, reasoning, perception, and decision-making. According
to Russell and Norvig (2021), Al encompasses the study and development of
intelligent agents capable of perceiving their environment and taking actions
to achieve specific objectives. In contemporary digital environments, Al has
evolved beyond rule-based systems toward data-driven approaches that
allow machines to identify patterns and generate complex outputs. This
transformation has enabled the development of generative Al systems
capable of producing realistic synthetic content.

One of the key components of Al that supports deepfake creation is
machine learning. Machine learning refers to computational methods that
allow systems to improve performance through experience and data analysis
rather than explicit programming. Mitchell (1997) defines machine learning
as a process through which computer programs improve their performance
at specific tasks through accumulated experience. In the context of deepfake
technology, machine-learning algorithms analyze large datasets of images,
videos, or audio recordings to identify patterns associated with human
appearance, speech, and movement. The system subsequently uses these
patterns to generate synthetic content that closely resembles authentic
human-generated media.

A more advanced form of machine learning, known as deep learning, has
significantly enhanced the capabilities of synthetic media generation. Deep
learning utilizes artificial neural networks with multiple layers that enable
machines to process complex and high-dimensional data. According to
Goodfellow, Bengio, and Courville (2016), deep learning represents a major
advancement in machine-learning approaches because it allows systems to
automatically extract meaningful representations from raw data. Deep
learning models have become central to deepfake production because they
can replicate subtle human characteristics, including facial expressions, vocal
patterns, and emotional responses.
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Among the most influential technologies behind deepfake development
are Generative Adversarial Networks (GANSs). Introduced by Goodfellow et
al. (2014), GANs consist of two competing neural networks: a generator and
a discriminator. The generator creates synthetic data, while the discriminator
evaluates whether the generated output is authentic or artificial. Through
repeated interaction, both networks improve their performance, allowing the
generator to produce increasingly realistic synthetic content. In deepfake
applications, GAN-based systems can generate manipulated faces, replace
identities in videos, or reproduce human voices with remarkable accuracy.
The sophistication of GANs has therefore contributed to the increasing
difficulty of distinguishing genuine content from fabricated media.

Deepfake content possesses several distinctive characteristics that
differentiate it from conventional forms of digital manipulation. The first
characteristic is visual manipulation, which involves altering or generating
visual representations of individuals. Facial replacement, facial expression
modification, and body movement synthesis are among the most common
forms of visual deepfake applications. These techniques allow perpetrators to
create videos in which individuals appear to perform actions or communicate
statements that never occurred. The realism of such visual manipulation
creates substantial risks for reputation, privacy, and public trust (Chesney &
Citron, 2019).

A second characteristic involves audio manipulation, where artificial
intelligence is used to replicate or modify human voices. Voice cloning
technology enables the production of synthetic speech that resembles a
specific individual based on available audio samples. This capability has
created new opportunities for criminal exploitation, particularly in fraud
schemes involving impersonation of executives, public officials, or family
members. The ability to reproduce both visual and audio characteristics
simultaneously significantly increases the persuasive power of deepfake
content.

The combination of visual and audio manipulation creates what is
commonly referred to as synthetic media. Synthetic media represents
digitally generated or modified content created through algorithmic

Available online at https://journal.criminallawinstitute.org/)DCC)


https://journal.criminallawinstitute.org/JDCCJ

Subandi / Deepfake Technology as a Tool of Digital Crime = 52

processes rather than direct human recording. According to Paris and
Donovan (2019), synthetic media challenges traditional assumptions
regarding the relationship between digital representation and reality because
technological systems can now produce content that appears authentic while
being entirely artificial. This development creates significant implications for
legal systems because digital materials can no longer be presumed reliable
solely based on their appearance.

The primary danger of deepfake content lies in its realism and deceptive
potential. The effectiveness of deepfake technology depends on its ability to
exploit human trust in audiovisual information. Historically, images, videos,
and recordings have been considered persuasive forms of evidence because
they provide visual or auditory representations of events. However, deepfake
technology undermines this assumption by enabling the creation of
convincing false realities. As noted by Citron and Chesney (2019), deepfakes
represent a new form of epistemic threat because they complicate society’s
ability to determine what information is genuine.

From a cybercrime perspective, deepfake technology functions as an
enabling tool that facilitates various categories of criminal behavior. Rather
than constituting a single form of crime, deepfake operates as a technological
mechanism that enhances existing criminal activities. Wall (2007) explains
that cybercrime often involves the use of information technologies to
transform traditional criminal activities by increasing their speed, scale, and
reach. Deepfake technology reflects this transformation because it allows
offenders to conduct fraud, deception, and exploitation through digitally
manipulated identities and information.

One significant application of deepfake technology in cybercrime is
digital fraud. Criminals can use synthetic audio or video to impersonate
trusted individuals and manipulate victims into transferring money or
disclosing confidential information. Deepfake-enabled fraud represents an
evolution of traditional identity-based scams because perpetrators can now
replicate not only personal information but also physical and wvocal
characteristics. This creates additional challenges for financial institutions,
law enforcement agencies, and individuals attempting to verify digital
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identities.

Deepfake technology also contributes to identity theft and online
extortion. By creating fabricated images or videos of individuals, offenders
may damage reputations, threaten victims, or demand financial
compensation in exchange for removing harmful content. This phenomenon
is particularly concerning in cases involving non-consensual sexual
deepfakes, where victims may experience severe personal and social
consequences. According to Yar and Steinmetz (2019), technology-mediated
crimes frequently involve violations of personal autonomy and privacy
because digital platforms enable offenders to exploit individuals beyond
traditional physical boundaries.

Another important dimension of deepfake-related crime is political
disinformation. Synthetic media can be used to manipulate public opinion,
spread false narratives, and undermine confidence in democratic institutions.
The ability to create fabricated statements by political leaders or public figures
introduces significant risks during elections and political crises. As identified
by Nye (2011), information manipulation has become an important
dimension of modern power competition, and deepfake technology provides
new capabilities for actors seeking to influence public perception.

Understanding deepfake as a digital crime phenomenon requires
engagement with broader theoretical perspectives on cybercrime. Cybercrime
theory emphasizes that criminal activities within digital environments
emerge from interactions between technological opportunities, offender
capabilities, and vulnerable targets. According to McQuade (2006),
cybercrime is not simply a technological problem but a social phenomenon
shaped by human behavior, institutional structures, and technological
development. Deepfake crimes demonstrate this interaction because
technological innovation creates new opportunities for deception while
exploiting existing social vulnerabilities.

Routine Activity Theory provides another useful framework for
understanding deepfake-related offenses. Developed by Cohen and Felson
(1979), this theory argues that crime occurs when three elements converge: a
motivated offender, a suitable target, and the absence of effective
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guardianship. In the context of deepfake crimes, Al tools provide offenders
with accessible technological capabilities, digital users become potential
targets, and weaknesses in digital verification systems represent insufficient
guardianship. This theoretical perspective explains why deepfake misuse can
proliferate in online environments where monitoring and authentication
mechanisms remain limited.

Finally, Technology-Facilitated Crime Theory provides a broader
framework for understanding how technological innovations reshape
criminal opportunities. This perspective recognizes that technology does not
independently create crime but modifies the conditions under which criminal
behavior occurs. Deepfake technology illustrates this process by enhancing
existing forms of fraud, exploitation, and misinformation while
simultaneously creating new challenges for law enforcement and legal
institutions. Therefore, addressing deepfake-related crimes requires not only
technological solutions but also legal adaptation, institutional capacity
building, and theoretical understanding of crime in increasingly complex
digital environments.

METHODS

This research employs a normative legal research design to examine the legal
challenges associated with the utilization of deepfake technology as an
instrument of digital crime within the Indonesian criminal justice system.
Normative legal research is a method of legal inquiry that focuses on the
analysis of legal norms, statutory provisions, legal principles, and doctrines
to understand how law regulates particular social phenomena (Ibrahim 2006).
Unlike empirical legal research, which investigates legal practices through
social observation, normative legal research examines law as a system of rules
and principles developed through legislation, jurisprudence, and legal
scholarship (Marzuki 2017). This approach is considered appropriate for this
study because the primary objective is to analyze whether Indonesia’s
existing criminal justice framework is capable of addressing emerging forms
of Al-enabled criminal activities, particularly those involving deepfake
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manipulation, digital deception, identity misuse, and challenges concerning
electronic evidence.

This research utilizes three complementary legal approaches: the
statutory approach, conceptual approach, and comparative approach. The
statutory approach is conducted through an examination of relevant
Indonesian legal instruments, including the Indonesian Criminal Code (Kitab
Undang-Undang Hukum Pidana/KUHP), the Electronic Information and
Transactions Law (Undang-Undang Informasi dan Transaksi Elektronik/UU
ITE), the Personal Data Protection Law (Undang-Undang Perlindungan Data
Pribadi), and other related regulations governing electronic information
systems, cybersecurity, and digital data protection. Through this approach,
the research evaluates the extent to which existing legal provisions can be
applied to criminal acts involving deepfake technology. The conceptual
approach is employed to analyze fundamental legal concepts related to
cybercrime, criminal liability, digital evidence, privacy protection, and
technological neutrality. According to Marzuki (2017, 133-135), the
conceptual approach enables researchers to examine legal principles and
doctrines in order to construct legal arguments regarding emerging legal
problems that have not been fully regulated. Furthermore, the comparative
approach is applied by examining legal developments in other jurisdictions
concerning synthetic media regulation, artificial intelligence governance, and
technology-facilitated crimes. Comparative legal analysis provides valuable
insights because digital crimes frequently operate beyond territorial
boundaries, requiring legal systems to consider international regulatory
experiences and approaches (Zweigert and Kotz 1998).

The legal materials used in this research consist of primary and
secondary sources. Primary legal materials include binding legal authorities,
particularly the Indonesian Criminal Code, UU ITE, the Personal Data
Protection Law, and other relevant regulations concerning electronic
transactions, digital information, and personal data governance. These
materials are analyzed to determine the extent to which current legal
provisions can accommodate deepfake-related offenses and to identify
potential regulatory gaps within the Indonesian criminal justice system.
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Secondary legal materials include academic books, peer-reviewed journal
articles, research reports, and policy documents related to artificial
intelligence, cybercrime, digital forensics, and technology regulation.
Scholarly literature on cybercrime emphasizes that technological
developments continuously transform criminal opportunities by creating
new methods of offending while simultaneously challenging traditional
approaches to prevention, investigation, and prosecution (Wall 2007).
Similarly, Yar and Steinmetz (2019) argue that contemporary cybercrime
analysis requires an interdisciplinary understanding that considers the
interaction between technological systems, human behavior, and legal
institutions.

The collected legal materials are analyzed using qualitative legal analysis
and comparative legal analysis. Qualitative legal analysis is conducted
through systematic interpretation of legal provisions, examination of legal
doctrines, and evaluation of the relationship between existing regulations and
technological developments. This method allows the research to identify
whether current legal norms provide adequate mechanisms for addressing
deepfake-based crimes or whether legislative reform is required.
Comparative legal analysis is used to examine how other legal systems
respond to Al-generated content and synthetic media-related offenses,
thereby providing references for possible improvements within Indonesian
law. Through these analytical methods, this research aims to develop a
comprehensive understanding of the limitations of existing Indonesian
criminal law and formulate recommendations for strengthening legal
responses toward deepfake-enabled digital crimes.

DEEPFAKE TECHNOLOGY & EMERGING FORMS OF DIGITAL
CRIME

The development of deepfake technology has significantly transformed the
landscape of digital crime by providing criminal actors with advanced
capabilities to manipulate identity, information, and perception. Unlike
traditional cybercrime that commonly involves unauthorized access to

Available online at https://journal.criminallawinstitute.org/)DCC)


https://journal.criminallawinstitute.org/JDCCJ

Subandi / Deepfake Technology as a Tool of Digital Crime = 57

computer systems or data theft, deepfake-enabled crimes primarily exploit
the credibility of digital representations. The ability to generate realistic
audiovisual content creates new opportunities for deception because
individuals and institutions increasingly rely on digital communication as a
basis for decision-making. As Wall explains, cybercrime evolves alongside
technological innovation because digital environments continuously create
new forms of criminal opportunity and methods of exploitation (Wall 2007).
Deepfake technology therefore represents a significant development in
cybercrime, as it enables offenders to manipulate not only data but also
human trust.

One of the most prominent applications of deepfake technology in digital
crime is identity fraud and impersonation. Deepfake systems allow criminals
to reproduce an individual’s facial appearance, voice, and behavioral
patterns, enabling them to impersonate legitimate persons in digital
interactions. This capability creates substantial risks for identity verification
systems that rely heavily on biometric authentication, facial recognition, or
voice identification. Criminal actors may create fake video verification
materials to bypass security procedures used by financial institutions, online
platforms, and digital service providers. The use of synthetic identities
challenges traditional approaches to authentication because the presence of a
recognizable face or voice can no longer guarantee the authenticity of digital
interactions (Chesney and Citron 2019).

Deepfake-enabled financial fraud represents a particularly concerning
form of identity-based crime. Criminals may impersonate executives,
business owners, or individuals with authority to authorize financial
transactions. Through manipulated video conferences or synthetic voice
messages, offenders can persuade employees or financial institutions to
transfer funds or disclose sensitive information. Such attacks demonstrate
how deepfake technology enhances existing fraud techniques by adding a
layer of psychological credibility. According to Yar and Steinmetz,
cybercrime frequently involves the exploitation of trust relationships within
digital environments, where technological tools increase the effectiveness and
scalability of criminal conduct (Yar and Steinmetz 2019).
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Beyond financial crimes, deepfake technology has become an
increasingly powerful tool for defamation and reputation attacks. Fabricated
videos and manipulated audio recordings can be used to portray individuals
as making statements or engaging in actions that never occurred. Public
figures, business leaders, academics, and private citizens may become targets
of reputational harm when synthetic content is distributed through online
platforms. The difficulty of removing such content after widespread
dissemination further increases the potential damage to personal and
professional reputations. Chesney and Citron argue that deepfakes create a
unique reputational threat because fabricated content can appear sufficiently
realistic to influence public perception before its authenticity can be verified
(Chesney and Citron 2019).

Deepfake-based defamation is particularly problematic because it
challenges traditional legal assumptions regarding evidence and authenticity.
Historically, audiovisual materials have often been considered persuasive
because they provide apparent visual or auditory confirmation of events.
However, synthetic media undermines this assumption by allowing false
statements and fabricated speeches to appear credible. The increasing
availability of deepfake tools therefore requires legal systems to reconsider
approaches toward digital evidence, online liability, and mechanisms for
protecting individual reputation in digital spaces (Citron 2022). In the
Indonesian context, this issue raises important questions regarding the
application of existing defamation provisions and electronic information
regulations to Al-generated content.

Another significant area of concern is the use of deepfake technology for
political manipulation and electoral interference. Synthetic political content
can be created to falsely represent candidates, government officials, or public
institutions. During election periods, deepfake videos may be used to spread
fabricated statements, manipulate public opinion, or undermine confidence
in democratic processes. The problem is intensified by the speed at which
digital content spreads through social media platforms, often reaching large
audiences before verification mechanisms can respond. According to Vaccari
and Chadwick, deepfake political content contributes to an environment of
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uncertainty in which citizens may become increasingly unable to distinguish
reliable information from manipulation (Vaccari and Chadwick 2020).

Synthetic campaign materials represent a particularly serious threat
because they can influence voter perceptions and political behavior. Unlike
traditional misinformation, deepfakes provide highly persuasive visual and
auditory experiences that may generate stronger emotional reactions. This
capability creates opportunities for domestic and foreign actors to engage in
information warfare by manipulating public discourse. Nye emphasizes that
information has become a critical dimension of power competition, where
controlling narratives and perceptions can influence political outcomes (Nye
2011). Consequently, deepfake technology has become not only an
individual-level threat but also a broader challenge to democratic governance
and institutional legitimacy.

Deepfake pornography and sexual exploitation represent another major
category of technology-facilitated crime. Non-consensual intimate imagery
generated through deepfake applications allows perpetrators to place
individuals” faces onto sexually explicit content without permission. Victims
frequently experience severe psychological, social, and professional
consequences because such content violates personal autonomy and privacy.
This form of abuse disproportionately affects women and reflects broader
patterns of gender-based digital victimization. According to Henry and
Powell, technology-mediated sexual violence often extends existing forms of
gender inequality into digital environments by providing perpetrators with
new mechanisms of control and humiliation (Henry and Powell 2018).

The gendered nature of deepfake sexual exploitation demonstrates that
technological crimes cannot be understood solely as technical violations. They
are also social and legal issues involving dignity, privacy, and human rights.
Deepfake pornography creates difficulties for victims because perpetrators
can remain anonymous, content can be reproduced indefinitely, and existing
legal remedies may not adequately address synthetic forms of sexual abuse.
The emergence of such crimes highlights the need for legal frameworks that
recognize Al-generated exploitation as a distinct category of harm rather than
merely a variation of existing privacy violations.
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Deepfake technology also presents substantial risks within corporate and
financial sectors. One emerging threat is CEO fraud, where criminals use
synthetic audio or video to impersonate corporate executives and manipulate
employees into conducting unauthorized transactions. Similarly, voice
cloning attacks can replicate the speech patterns of executives, customers, or
employees to bypass organizational security procedures. These attacks
demonstrate how deepfake technology can exploit organizational trust
structures and create significant financial losses. As highlighted by Europol,
the increasing accessibility of synthetic media technologies creates new
challenges for businesses seeking to protect themselves against sophisticated
social engineering attacks (Europol 2022).

At a broader level, deepfake technology creates national security risks by
enabling large-scale information manipulation and social disruption.
Governments and societies may face threats from fabricated content designed
to create public panic, intensify social tensions, or undermine confidence in
institutions. Deepfake-based information warfare can be used by state and
non-state actors to influence public opinion, destabilize political
environments, or conduct psychological operations. According to Rid,
modern conflicts increasingly involve manipulation of information and
perception, making synthetic media a potentially powerful instrument in
contemporary information warfare (Rid 2020).

The security implications of deepfake technology demonstrate that
digital crime is no longer limited to individual victims or private
organizations. Instead, deepfake-enabled crimes may affect collective trust,
political stability, economic security, and national resilience. The ability to
produce convincing false realities creates challenges for law enforcement
agencies, intelligence institutions, and policymakers. Effective responses
require cooperation between legal institutions, technology developers,
cybersecurity professionals, and international organizations.

Overall, deepfake technology represents a significant evolution in digital
crime because it enhances traditional criminal activities while creating new
categories of harm. Identity fraud, reputation attacks, political manipulation,
sexual exploitation, corporate fraud, and national security threats illustrate
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the diverse ways in which synthetic media can be weaponized. Addressing
these challenges requires a multidimensional approach that combines legal
reform, technological innovation, digital literacy, and stronger institutional
capacity. Without appropriate regulatory and governance mechanisms,
deepfake technology may continue to wundermine trust in digital
environments and challenge the effectiveness of contemporary criminal
justice systems.

LEGAL CHALLENGES WITHIN THE INDONESIAN CRIMINAL
JUSTICE SYSTEM

The emergence of deepfake technology presents significant challenges for the
Indonesian criminal justice system because existing legal frameworks were
primarily developed to address conventional forms of criminal conduct
rather than crimes involving artificial intelligence-generated content.
Deepfake-based offenses introduce complex legal questions concerning
criminalization, liability, evidence, and enforcement. Unlike traditional
cybercrimes that often involve unauthorized access, data theft, or system
disruption, deepfake crimes frequently involve the manipulation of identity,
information, and perception. Therefore, the ability of Indonesian criminal law
to respond effectively depends on whether existing legal instruments can
accommodate technologically advanced forms of deception while
maintaining the principles of legality, legal certainty, and individual
accountability.

The Indonesian criminal law framework addressing deepfake-related
crimes currently consists of several legal instruments, including the
Indonesian Criminal Code (Kitab Undang-Undang Hukum Pidana/KUHP),
the Electronic Information and Transactions Law (Undang-Undang Informasi
dan Transaksi Elektronik/UU ITE), and the Personal Data Protection Law
(Undang-Undang Perlindungan Data Pribadi/UU PDP). These regulations
provide important foundations for addressing various forms of digital
misconduct; however, none of these legal instruments were specifically
designed to regulate synthetic media generated through artificial intelligence.
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As a result, the application of existing provisions requires extensive legal
interpretation and adaptation.

The KUHP remains the fundamental source of Indonesian criminal law
and provides general provisions concerning offenses such as fraud,
defamation, forgery, and violations of personal rights. Several deepfake-
related activities may potentially fall within these categories, particularly
where manipulated content is used to deceive victims or cause reputational
harm. For example, a deepfake video created to falsely represent an
individual making certain statements may potentially raise issues of
defamation, while synthetic content used to obtain financial benefits may be
associated with fraud. However, the KUHP was formulated within a
traditional understanding of criminal conduct and does not explicitly address
the unique characteristics of Al-generated manipulation. According to
Marzuki, legal interpretation must consider both statutory meaning and
evolving social realities, but such interpretation cannot completely eliminate
regulatory gaps where technological developments exceed existing legal
concepts (Marzuki 2017).

The UU ITE represents Indonesia’s primary legal instrument for
regulating electronic information and digital activities. The law provides
criminal provisions concerning the distribution of unlawful electronic
content, manipulation of electronic information, and misuse of digital
systems. Several deepfake-related activities may potentially be prosecuted
under UU ITE when synthetic content violates provisions concerning
defamation, unlawful distribution of electronic information, or the creation of
misleading electronic materials. However, the application of UU ITE to
deepfake cases remains problematic because the law does not explicitly
recognize synthetic media or Al-generated content as a distinct legal category.
Consequently, law enforcement authorities must rely on broader
interpretations that may create uncertainty regarding the scope and limits of
criminal liability.

The Personal Data Protection Law introduces another important
dimension in addressing deepfake-related crimes, particularly those
involving identity misuse and unauthorized processing of personal
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information. Deepfake creation often requires access to facial images, voice
recordings, or other personal attributes that may constitute personal data. The
unauthorized collection and use of such information may violate data
protection principles. Nevertheless, the PDP Law primarily focuses on
personal data processing and protection mechanisms rather than criminal
exploitation through synthetic media. Therefore, although the legislation
provides additional protection, it does not fully resolve challenges associated
with deepfake-generated harms.

One of the major challenges within Indonesia’s regulatory framework is
fragmentation. Deepfake-related offenses may potentially involve multiple
areas of law, including criminal law, electronic information regulation,
personal data protection, intellectual property, and privacy protection. This
fragmented regulatory structure creates difficulties because no single legal
instrument provides a comprehensive framework for addressing the entire
lifecycle of deepfake crimes, from creation and distribution to victim
protection and prosecution. Wall argues that cybercrime regulation often
faces fragmentation because digital offenses frequently cross traditional legal
boundaries and require responses from multiple regulatory domains (Wall
2007).

Regulatory fragmentation also creates uncertainty for law enforcement
authorities and judicial institutions. Investigators may face difficulties
determining which legal provisions should be applied when handling
deepfake cases. For example, a fabricated video used for financial fraud may
involve elements of fraud, electronic manipulation, and personal data misuse
simultaneously. Without clear legislative guidance, different institutions may
interpret the same conduct differently, potentially affecting consistency in
investigation and prosecution. Legal uncertainty is particularly problematic
in criminal law because the principle of legality requires that criminal offenses
and penalties must be clearly defined in advance.

A fundamental limitation of the Indonesian legal framework is the
absence of a specific legal definition of deepfake technology. Indonesian
legislation currently does not define deepfake, synthetic media, or Al-
generated manipulation as independent legal concepts. The absence of a

Available online at https://journal.criminallawinstitute.org/)DCC)


https://journal.criminallawinstitute.org/JDCCJ

Subandi / Deepfake Technology as a Tool of Digital Crime = 64

statutory definition creates uncertainty regarding the classification of
deepfake-related conduct and the determination of applicable legal
provisions. From a criminal law perspective, clear definitions are essential
because they establish the boundaries of prohibited conduct and prevent
arbitrary enforcement.

The lack of a legal definition also creates practical difficulties for law
enforcement and courts. Without a specific regulatory framework,
investigators must first determine whether deepfake content falls within
existing criminal categories before proceeding with prosecution. This process
requires significant technological understanding and legal interpretation.
Furthermore, defendants may challenge prosecutions by arguing that existing
criminal provisions do not clearly cover Al-generated manipulation. Such
arguments demonstrate the tension between technological innovation and the
principle of legal certainty in criminal justice.

Another major challenge concerns criminal liability, particularly the
establishment of mens rea or criminal intent. Criminal responsibility
traditionally requires proof that an offender acted intentionally or with a
certain degree of knowledge regarding the unlawful consequences of their
conduct. In deepfake cases, establishing intent may become complicated
because multiple actors may be involved in the creation, modification, and
distribution of synthetic content. The individual who creates deepfake
software, the person who generates manipulated content, and the person who
distributes it may have different levels of responsibility. Determining which
actors possess the necessary criminal intent requires careful examination of
their roles and purposes.

Attribution of responsibility represents another significant challenge.
Digital environments often involve complex networks of actors, including
anonymous users, platform providers, software developers, and
intermediaries. A deepfake video may be created in one jurisdiction,
uploaded through a platform located in another jurisdiction, and distributed
to victims in multiple countries. This complexity makes it difficult for
authorities to identify perpetrators and establish causal relationships between
individuals and criminal outcomes. Yar and Steinmetz emphasize that
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cybercrime investigations frequently face attribution problems because
offenders can exploit technological anonymity and jurisdictional limitations
(Yar and Steinmetz 2019).

Cross-border offenders create additional enforcement difficulties for
Indonesia. Deepfake crimes frequently involve international digital
infrastructures, making traditional territorial approaches to criminal
jurisdiction less effective. Cooperation between countries, mutual legal
assistance mechanisms, and international cybersecurity frameworks become
essential for addressing such offenses. However, differences between
national legal systems, privacy regulations, and enforcement capabilities may
hinder effective prosecution. As Brenner notes, cybercrime challenges
traditional concepts of jurisdiction because criminal activities increasingly
occur within global digital networks rather than within clearly defined
physical territories (Brenner 2010).

Evidentiary challenges represent another critical issue within the
Indonesian criminal justice system. The prosecution of deepfake-related
crimes depends heavily on the ability to authenticate digital evidence and
demonstrate that electronic materials have not been manipulated. Unlike
conventional evidence, digital materials can be easily modified, duplicated,
or redistributed. Therefore, courts must evaluate not only the content of
evidence but also its authenticity, reliability, and method of acquisition.

Authentication of digital evidence is particularly challenging in deepfake
cases because the central issue is often determining whether the content itself
is genuine or artificially generated. Advanced forensic techniques are
required to identify inconsistencies in facial movements, audio patterns,
metadata, and digital traces. However, the rapid development of generative
Al technologies frequently outpaces existing forensic capabilities. Verdoliva
argues that deepfake detection has become a continuous technological
competition between generation methods and forensic identification
techniques (Verdoliva 2020).

The chain of custody of digital evidence also creates significant
procedural challenges. Courts require assurance that evidence presented
during proceedings has remained unchanged from the moment it was
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collected until its presentation before judges. In deepfake cases, maintaining
evidence integrity may be complicated because digital content can be copied,
modified, or transferred through multiple platforms. Weaknesses in evidence
management procedures may affect the admissibility and credibility of digital
materials during criminal proceedings.

Digital forensic limitations further complicate investigations. Many
Indonesian law enforcement institutions continue to face challenges related
to technological expertise, forensic infrastructure, and access to advanced
detection tools. Effective investigation of deepfake crimes requires
specialized knowledge in artificial intelligence, machine learning, metadata
analysis, and cybersecurity. Without adequate institutional capacity, legal
provisions alone may not be sufficient to ensure effective enforcement.

Procedural challenges also emerge during the stages of investigation,
prosecution, and judicial assessment. During investigation, authorities must
identify perpetrators, collect digital evidence, and establish connections
between individuals and manipulated content. During prosecution,
prosecutors must demonstrate not only that the content was fabricated but
also that the accused intentionally created or distributed it for unlawful
purposes. At the judicial stage, judges must evaluate complex technological
evidence while balancing legal principles with scientific developments.

The judicial assessment of deepfake evidence requires judges to develop
greater technological literacy. Courts must determine whether expert
testimony, forensic analysis, and digital evidence sufficiently demonstrate
authenticity and criminal responsibility. This situation reflects a broader
challenge faced by legal systems worldwide: maintaining legal certainty
while responding to rapidly changing technologies. According to Susskind,
future legal systems must increasingly integrate technological understanding
because digital transformation fundamentally changes how disputes,
evidence, and legal decision-making operate (Susskind 2020).

Overall, the Indonesian criminal justice system faces multidimensional
challenges in responding to deepfake-related crimes. Existing criminal laws
provide partial mechanisms for addressing certain forms of misuse, but
regulatory fragmentation, absence of specific definitions, difficulties in
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establishing liability, evidentiary problems, and procedural limitations
remain significant obstacles. Addressing these challenges requires
comprehensive legal reform, improved institutional capacity, enhanced
digital forensic capabilities, and greater integration between legal policy and
technological governance. Without such reforms, the rapid development of
deepfake technology may continue to exceed the capacity of criminal justice
institutions to provide effective protection and accountability.

COMPARATIVE PERSPECTIVES: REGULATING DEEPFAKE CRIMES
IN OTHER JURISDICTIONS

The transnational nature of deepfake-related crimes requires legal systems to
develop regulatory approaches that extend beyond traditional criminal law
frameworks. Because synthetic media can be created, distributed, and
consumed across multiple jurisdictions, domestic legal responses alone may
not be sufficient to address the complexity of deepfake misuse. Comparative
legal analysis provides an important method for identifying regulatory
innovations, institutional strategies, and enforcement mechanisms that may
contribute to the development of Indonesia’s legal framework. Different
jurisdictions have adopted diverse approaches, ranging from criminal
prohibition and platform regulation to broader artificial intelligence
governance frameworks. These comparative experiences demonstrate that
effective deepfake regulation requires a combination of legal certainty,
technological oversight, and institutional cooperation.

The United States represents one of the most dynamic jurisdictions in
responding to deepfake-related risks, although its regulatory approach
remains fragmented due to the federal structure of governance. Rather than
establishing a comprehensive federal deepfake law, the United States has
primarily relied on state-level legislation, sector-specific regulations, and
existing legal doctrines concerning privacy, fraud, defamation, and electoral
integrity. Several states have introduced laws specifically targeting malicious
deepfake creation and distribution, particularly in relation to political
manipulation and non-consensual sexual imagery. This decentralized
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approach reflects the broader American legal tradition of balancing
technological innovation, freedom of expression, and protection against
harmful conduct (Citron 2022).

At the state level, deepfake legislation has primarily focused on two
categories of harm: election interference and sexual exploitation. States such
as California and Texas have enacted provisions restricting the distribution of
manipulated media intended to influence electoral outcomes. These
regulations recognize that deepfakes can undermine democratic processes by
creating false representations of political candidates or public officials. The
legal challenge, however, lies in balancing restrictions on harmful synthetic
content with constitutional protections concerning freedom of speech. As
Chesney and Citron argue, democratic societies must carefully distinguish
between malicious deception and legitimate forms of expression, satire, or
political commentary (Chesney and Citron 2019).

Deepfake pornography has received significant legislative attention in
the United States because of its direct impact on privacy, dignity, and
personal autonomy. Several states have criminalized the creation or
distribution of non-consensual intimate deepfake content, recognizing that
synthetic sexual imagery can produce harms comparable to traditional forms
of sexual exploitation. These laws represent an important shift from viewing
deepfake pornography merely as a privacy violation toward understanding
it as a form of technology-facilitated abuse. However, critics argue that
inconsistent state-level regulations create enforcement challenges,
particularly when content is distributed across state or international borders
(Henry and Powell 2018).

The European Union (EU) has adopted a broader regulatory approach
by addressing deepfake technology within comprehensive digital governance
frameworks rather than relying solely on criminal law. The EU’s regulatory
strategy emphasizes platform responsibility, transparency obligations, and
risk-based governance. One of the most significant instruments is the Digital
Services Act (DSA), which establishes obligations for online platforms to
address illegal content, improve transparency, and manage systemic risks
associated with digital services. Although the DSA does not exclusively
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regulate deepfakes, its provisions create mechanisms for addressing synthetic
media through platform accountability and content governance (European
Union 2022).

In addition to the DSA, the European Union Artificial Intelligence Act
(Al Act) represents a significant development in global Al regulation. The Al
Act introduces obligations for providers and users of certain Al systems,
including transparency requirements for synthetic and manipulated content.
Under this framework, Al-generated or modified media that may mislead
individuals must be appropriately identified through labeling mechanisms.
This approach reflects the EU’s emphasis on transparency and informed user
awareness rather than relying solely on criminal sanctions. According to
Veale and Zuiderveen Borgesius, Al regulation requires a balance between
innovation and accountability because algorithmic systems increasingly
influence fundamental rights and social processes (Veale and Zuiderveen
Borgesius 2021).

A key lesson from the EU model is the importance of platform
responsibility. Because deepfake distribution frequently occurs through
social media and digital platforms, regulation focused only on individual
offenders may be insufficient. The EU approach recognizes that platforms
possess significant capacity to detect, moderate, and reduce the spread of
harmful synthetic content. This represents a shift from traditional criminal
law models toward shared responsibility involving governments, technology
companies, and users. For Indonesia, this approach provides valuable insight
into the importance of regulating not only perpetrators but also the digital
infrastructures that facilitate deepfake dissemination.

China has adopted one of the most centralized and proactive approaches
toward synthetic media regulation. Unlike the United States and European
Union, China’s regulatory framework places strong emphasis on government
oversight, mandatory identification, and administrative control of Al-
generated content. The Chinese government has introduced regulations
requiring providers of deep synthesis technologies to ensure that synthetic
content does not disrupt social order or mislead the public. These regulations
include obligations for content labeling, user verification, and platform
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monitoring (Creemers 2021).

The Chinese approach demonstrates a regulatory model based on
preventive governance. By requiring synthetic content to be labeled,
authorities seek to reduce deception by increasing transparency between
creators and audiences. Mandatory labeling recognizes that the problem of
deepfake technology is not only the creation of false content but also the
inability of users to distinguish authentic information from manipulated
media. However, this model has also generated debates regarding
government control, freedom of expression, and potential risks of excessive
regulation. Nevertheless, China’s experience demonstrates the importance of
establishing technical standards and accountability mechanisms for synthetic
media providers.

Singapore provides another relevant comparative example because of its
emphasis on technology governance, cybersecurity, and regulatory
adaptation. Rather than introducing a specific deepfake law, Singapore has
addressed online harms through broader frameworks, particularly the
Protection from Online Falsehoods and Manipulation Act (POFMA). This
legislation provides government authorities with mechanisms to respond to
false information distributed online, including potentially manipulated
digital content. The approach reflects Singapore’s focus on maintaining
information integrity while preserving a flexible regulatory environment
(Tan 2020).

Singapore’s technology governance framework also emphasizes
cooperation between government institutions, technology companies, and
industry stakeholders. Through national Al governance initiatives, Singapore
promotes responsible AI development, risk management, and ethical
deployment of emerging technologies. This approach demonstrates that
addressing deepfake risks requires not only prohibition but also proactive
governance mechanisms, including technical standards, education, and
institutional coordination. For Indonesia, Singapore’s experience is
particularly relevant because both countries seek to balance digital innovation
with protection against technology-enabled harms.

Comparative analysis of these jurisdictions reveals several important
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lessons for Indonesia. First, effective deepfake regulation requires a clear legal
definition of synthetic media and the harms associated with its misuse. The
absence of such definitions creates uncertainty regarding criminal liability
and enforcement authority. Second, regulatory approaches should move
beyond traditional criminal law by incorporating platform obligations,
transparency requirements, and technological safeguards. Deepfake crimes
are facilitated by digital ecosystems; therefore, regulation must address both
individual offenders and the infrastructures that enable dissemination.

Third, Indonesia may benefit from adopting a risk-based regulatory
approach similar to the European Union’s Al governance framework. Rather
than regulating all forms of synthetic media equally, legal frameworks could
differentiate between legitimate uses of Al-generated content and malicious
applications involving fraud, exploitation, or public harm. Such
differentiation would allow technological innovation to continue while
establishing stronger protections against abuse. Furthermore, mandatory
labeling mechanisms, forensic standards, and platform cooperation could
significantly improve detection and accountability.

Finally, comparative experiences demonstrate that no single regulatory
model can fully address deepfake-related challenges. The United States
highlights the importance of targeted criminalization, the European Union
demonstrates the value of platform accountability and transparency, China
illustrates the role of mandatory labeling and preventive governance, while
Singapore provides an example of adaptive technology regulation. Indonesia
should develop a balanced regulatory framework that incorporates these
lessons while considering its constitutional principles, legal traditions, and
digital development priorities. A comprehensive approach combining
criminal law reform, AI governance, digital forensic capacity, and
institutional cooperation is necessary to ensure that the Indonesian criminal
justice system can effectively respond to deepfake-enabled digital crimes.
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STRENGTHENING CRIMINAL JUSTICE RESPONSES TO DEEPFAKE
CRIMES

The rapid development of deepfake technology requires a comprehensive
transformation of criminal justice responses because traditional legal
mechanisms are increasingly insufficient to address Al-enabled forms of
digital crime. Deepfake-related offenses differ from conventional cybercrimes
due to their ability to manipulate identity, generate false realities, and
undermine public trust in digital information. Therefore, effective responses
require not only the enforcement of existing criminal provisions but also the
development of specialized legal, institutional, and technological
frameworks. A modern criminal justice approach must integrate substantive
law reform, improved evidentiary mechanisms, enhanced investigative
capacity, platform governance, and international cooperation. As Wall
argues, cybercrime regulation must continuously adapt because
technological innovation frequently creates new opportunities for criminal
behavior that existing legal structures were not designed to anticipate (Wall
2007).

The first requirement for strengthening Indonesia’s response to deepfake
crimes is the establishment of a dedicated legal framework that provides clear
definitions and specific regulatory mechanisms. The absence of a legal
definition of deepfake creates uncertainty regarding the classification of Al-
generated content and the determination of criminal responsibility. A specific
legal definition should identify deepfake as synthetic digital content
generated or modified through artificial intelligence techniques that creates a
realistic representation of individuals, events, or statements. Such a definition
would provide greater legal certainty for law enforcement authorities,
prosecutors, and courts when dealing with deepfake-related offenses.

A dedicated legal framework should also distinguish between legitimate
and malicious uses of synthetic media. Deepfake technology itself is not
inherently unlawful because it may provide significant benefits in areas such
as education, entertainment, accessibility, and creative industries. Therefore,
regulation should focus on harmful intent and unlawful consequences rather
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than prohibiting the technology entirely. Similar to approaches adopted in
artificial intelligence governance frameworks, legal regulation should apply
a risk-based approach that differentiates between acceptable applications and
high-risk uses involving fraud, exploitation, manipulation, or threats to
public security (Veale and Zuiderveen Borgesius 2021).

The criminalization of malicious synthetic media should become a
central component of future regulatory reform. Criminal provisions should
specifically address the intentional creation, distribution, and use of deepfake
content for wunlawful purposes, including financial fraud, identity
impersonation, sexual exploitation, political manipulation, and reputational
harm. Such provisions would reduce dependence on broad interpretations of
existing criminal laws and provide clearer guidance regarding prohibited
conduct. Furthermore, legislation should recognize aggravating
circumstances where deepfake crimes produce greater harm, such as
targeting vulnerable individuals, influencing electoral processes, causing
significant financial losses, or threatening national security.

Beyond substantive criminal law reform, strengthening responses to
deepfake crimes requires significant improvements in digital evidence
standards. Deepfake cases present unique evidentiary challenges because the
primary issue often involves determining whether digital materials are
authentic or artificially generated. Traditional approaches to electronic
evidence may be insufficient because synthetic media can closely imitate
genuine recordings. Therefore, Indonesia requires standardized protocols for
the collection, preservation, examination, and presentation of deepfake-
related evidence.

The development of deepfake detection protocols represents an essential
component of modern digital forensic practices. These protocols should
include technical procedures for analyzing metadata, identifying
inconsistencies in audiovisual patterns, examining algorithmic artifacts, and
evaluating the probability of synthetic manipulation. Digital forensic
methods must continuously evolve because deepfake-generation
technologies also improve rapidly. As Verdoliva explains, deepfake detection
involves an ongoing technological competition between content-generation
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systems and forensic identification techniques (Verdoliva 2020).
Consequently, forensic institutions require continuous investment in
research, technology, and professional development.

Expert testimony will also become increasingly important in judicial
proceedings involving deepfake evidence. Judges and legal practitioners may
not possess sufficient technical knowledge to independently evaluate Al-
generated materials. Therefore, qualified experts in artificial intelligence,
cybersecurity, and digital forensics should provide scientific explanations
regarding the authenticity, creation methods, and potential manipulation of
digital evidence. However, expert testimony must be supported by
transparent and scientifically reliable methodologies to ensure that judicial
decisions are based on credible evidence.

In addition to improving evidentiary standards, Indonesia must
strengthen law enforcement capacity to investigate and prosecute deepfake-
related crimes. Investigators require specialized training in artificial
intelligence, cybercrime investigation techniques, digital forensics, and online
attribution methods. Traditional investigative approaches are often
insufficient because deepfake crimes involve complex digital infrastructures,
anonymous actors, and rapidly changing technological environments.
According to Brenner, effective cybercrime enforcement requires not only
legal authority but also technical expertise and institutional readiness to
understand digital criminal behavior (Brenner 2010).

The adoption of Al-based detection tools should also become part of law
enforcement modernization strategies. Automated detection systems can
assist investigators in identifying manipulated audiovisual materials and
prioritizing suspicious content. However, technological tools should not
replace human judgment; rather, they should function as supporting
mechanisms within a broader investigative framework. Effective
implementation requires cooperation between law enforcement institutions,
academic researchers, technology companies, and cybersecurity
professionals.

Interagency cooperation represents another critical element in
strengthening criminal justice responses. Deepfake crimes frequently involve
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multiple areas of responsibility, including criminal investigation,
cybersecurity, personal data protection, and digital platform regulation.
Therefore, effective responses require coordination between institutions such
as law enforcement agencies, data protection authorities, cybersecurity
organizations, and judicial bodies. Fragmented institutional responses may
reduce enforcement effectiveness, particularly when cases involve multiple
legal issues simultaneously.

Platform accountability should also form an important component of
deepfake governance. Digital platforms play a central role in the creation,
distribution, and amplification of synthetic media. Although platforms
should not be treated as direct substitutes for law enforcement, they possess
significant capacity to reduce harm through content moderation, detection
mechanisms, and user reporting systems. The European Union’s Digital
Services Act demonstrates the importance of establishing platform
obligations concerning transparency, risk management, and responses to
harmful online content (European Union 2022).

Content moderation mechanisms should be enhanced through a
combination of artificial intelligence detection systems and human review
processes. Platforms should develop clear procedures for identifying
malicious synthetic media while protecting legitimate expression and
creativity. Transparency obligations are equally important because users and
regulators require information regarding how platforms detect, classify, and
respond to deepfake content. Reporting mechanisms should also be
accessible, allowing victims to request rapid review and removal of harmful
synthetic materials.

International cooperation is essential because deepfake crimes frequently
operate across national borders. A perpetrator may generate synthetic content
in one country, distribute it through platforms located in another jurisdiction,
and target victims elsewhere. These circumstances create significant
challenges for traditional criminal jurisdiction. Indonesia therefore requires
stronger international cooperation mechanisms, including mutual legal
assistance agreements, cross-border investigation procedures, and
participation in global cybercrime initiatives.
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Mutual legal assistance frameworks allow countries to exchange
evidence, support investigations, and facilitate prosecution of offenders
located abroad. However, effective cooperation requires harmonization of
legal standards and stronger diplomatic engagement. Differences in criminal
definitions, privacy regulations, and procedural requirements may create
obstacles to international enforcement. As Brenner emphasizes, cybercrime
requires international collaboration because digital offenders frequently
exploit jurisdictional boundaries to avoid accountability (Brenner 2010).

Indonesia should also strengthen collaboration with international
cybersecurity organizations, law enforcement networks, and technology
companies. Cooperation through global cybercrime initiatives can improve
information sharing, investigative capabilities, and access to technological
expertise. Furthermore, international collaboration can support the
development of common standards for synthetic media detection and digital
evidence management.

Overall, strengthening criminal justice responses to deepfake crimes
requires a multidimensional strategy that integrates legal reform,
technological development, institutional strengthening, and international
cooperation. A dedicated legal framework would provide greater certainty
regarding criminal responsibility, while improved forensic standards would
enhance the reliability of digital evidence. Enhanced law enforcement
capacity and platform accountability would improve prevention and
enforcement, while international cooperation would address the
transnational nature of deepfake offenses. Through these combined efforts,
Indonesia can develop a criminal justice system capable of responding
effectively to emerging Al-enabled threats while maintaining a balance
between technological innovation, individual rights, and public security.

TOWARD A FUTURE-ORIENTED REGULATORY FRAMEWORK FOR
INDONESIA

The regulation of deepfake technology in Indonesia requires a future-oriented
legal framework that balances technological innovation with the protection of
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individual rights and public interests. A purely restrictive approach that
focuses only on criminal prohibition may create unintended consequences by
limiting legitimate applications of artificial intelligence in education, research,
creative industries, and economic development. Conversely, the absence of
adequate regulation may allow deepfake technology to be exploited for fraud,
misinformation, privacy violations, and other forms of digital harm.
Therefore, Indonesia requires a regulatory model that recognizes both the
transformative potential and the risks associated with synthetic media
technologies. As Lessig argues, technological environments are shaped not
only by law but also by market structures, social norms, and technological
design; therefore, effective regulation requires an integrated governance
approach rather than reliance on criminal sanctions alone (Lessig 2006).

A key principle in developing future deepfake regulation is avoiding
overcriminalization. Criminal law should function as a mechanism of last
resort and should primarily address intentional conduct that produces
significant harm. Not all forms of deepfake creation should be treated as
criminal offenses because synthetic media may serve legitimate purposes,
including entertainment, artistic expression, accessibility technologies, and
educational simulations. Excessive criminalization may discourage
innovation and create uncertainty for developers, researchers, and users.
Therefore, regulation should focus on harmful intent, misuse, and
consequences rather than the technology itself. A risk-based regulatory
approach, similar to the framework adopted in the European Union Artificial
Intelligence Act, provides a useful model by distinguishing between
acceptable and high-risk Al applications (Veale and Zuiderveen Borgesius
2021).

At the same time, supporting technological development requires the
establishment of clear governance standards. Legal uncertainty often
discourages responsible innovation because technology developers and
organizations lack guidance regarding acceptable practices. Indonesia should
therefore encourage responsible Al development through technical
standards, ethical guidelines, and regulatory oversight mechanisms. Such
measures would allow innovation to continue while ensuring that Al systems
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are developed and deployed in ways consistent with legal and social values.

Human rights considerations must become a central component of any
regulatory framework addressing deepfake technology. Because synthetic
media directly affects identity, reputation, privacy, and personal autonomy,
regulation must ensure that responses to deepfake harms do not undermine
fundamental rights. One of the most significant concerns involves freedom of
expression. Restrictions on synthetic content must be carefully designed to
distinguish between harmful deception and legitimate forms of
communication, including satire, political criticism, artistic expression, and
academic research. Overly broad restrictions may create risks of censorship
and limit democratic discourse (Chesney and Citron 2019).

Privacy rights represent another essential consideration because
deepfake production frequently involves the unauthorized use of personal
data, including facial images, biometric information, and voice recordings.
The misuse of such data may violate individual autonomy and create long-
term harms that are difficult to reverse once synthetic content has been widely
distributed. Indonesia’s Personal Data Protection Law provides an important
foundation for protecting individuals against unauthorized data processing;
however, additional regulatory mechanisms are needed to address the
specific challenges created by Al-generated identities and synthetic
representations.

Due process protections must also be maintained when implementing
deepfake regulations. Law enforcement measures, content removal
procedures, and administrative sanctions should operate within transparent
legal procedures that protect both victims and accused individuals. Since
determining whether content is artificially generated may involve complex
technological assessments, regulatory systems must ensure access to expert
evaluation, judicial review, and fair procedures. A balanced approach is
necessary to prevent both under-enforcement against harmful deepfake
activities and arbitrary restrictions against lawful expression.

Al governance principles provide an important foundation for
developing Indonesia’s approach to deepfake regulation. Rather than treating
deepfake exclusively as a criminal law issue, Indonesia should integrate
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deepfake governance within a broader artificial intelligence regulatory
framework. A risk-based approach would allow regulators to identity
applications that present significant social risks and impose stronger
obligations on developers, providers, and users of high-risk systems. Such
obligations may include transparency requirements, documentation
standards, impact assessments, and mechanisms for accountability
(European Union 2022).

Ethical AI principles should also guide the development and
implementation of deepfake technologies. Principles such as transparency,
accountability, human oversight, privacy protection, and fairness are
increasingly recognized as essential elements of responsible Al governance.
The Organisation for Economic Co-operation and Development (OECD)
emphasizes that trustworthy Al requires systems that are transparent, secure,
and aligned with human-centered values (OECD 2019). Incorporating these
principles into Indonesian regulatory policy would strengthen public trust
while encouraging responsible technological development.

Based on these considerations, Indonesia requires a regulatory model
that combines preventive measures, criminal sanctions, administrative
enforcement, and victim protection mechanisms. Preventive measures should
include public digital literacy programs, awareness campaigns regarding
synthetic media, development of detection technologies, and ethical
standards for Al developers. Improving public understanding of deepfake
risks is particularly important because users represent both potential victims
and participants in digital information ecosystems.

Criminal sanctions should be reserved for serious forms of deepfake
misuse involving fraud, sexual exploitation, identity theft, election
manipulation, and significant reputational harm. Specific criminal provisions
would provide greater legal certainty and improve enforcement effectiveness.
However, criminal law should operate alongside administrative mechanisms,
including platform obligations, regulatory supervision, and compliance
requirements for technology providers. Administrative enforcement may
provide faster responses in situations where immediate action is required,
such as removing harmful synthetic content or preventing further
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dissemination.

Victim protection mechanisms should become an essential component of
Indonesia’s future regulatory framework. Victims of deepfake abuse often
face significant psychological, social, and economic consequences. Legal
protection should therefore include accessible reporting mechanisms, rapid
content removal procedures, assistance services, and remedies for damages.
Protecting victims requires cooperation between law enforcement
institutions, digital platforms, and regulatory authorities.

Ultimately, Indonesia’s response to deepfake technology should move
beyond reactive criminal enforcement toward a comprehensive governance
framework. The future of deepfake regulation depends on the ability to
balance innovation, security, and human rights. By adopting a risk-based Al
governance model, strengthening legal certainty, improving institutional
capacity, and protecting victims, Indonesia can develop a regulatory
framework capable of addressing deepfake-related harms while continuing
to support responsible technological progress.

CONCLUSION

Deepfake technology represents a significant transformation in the landscape
of digital crime by enabling new forms of identity fraud, misinformation,
exploitation, and manipulation that challenge traditional criminal justice
mechanisms. The analysis demonstrates that Indonesia’s existing legal
framework, including the KUHP, UU ITE, and Personal Data Protection Law,
provides certain legal foundations for addressing deepfake-related offenses;
however, these instruments remain insufficient due to the absence of specific
definitions, fragmented regulation, evidentiary challenges, and difficulties in
establishing criminal responsibility. Comparative experiences from the
United States, European Union, China, and Singapore illustrate that effective
deepfake governance requires a multidimensional approach combining
criminal law reform, platform accountability, Al governance principles, and
international cooperation. Therefore, Indonesia should develop a future-
oriented regulatory framework that balances technological innovation with
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protection of human rights by adopting clear legal definitions, risk-based Al
regulation, strengthened digital forensic capacity, effective victim protection
mechanisms, and coordinated institutional responses. Such reforms are
essential to ensure that the Indonesian criminal justice system remains
capable of addressing emerging Al-enabled crimes while preserving trust,
security, and fairness in the digital society.
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