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ABSTRACT 
 

The digital transformation of criminal justice systems has become a global trend, including in 

developing countries such as Indonesia. The integration of digital technologies in policing, 

prosecution, and adjudication processes offers significant opportunities to enhance efficiency, 

transparency, and access to justice. However, it also introduces substantial risks related to 

inequality, technological dependency, data governance, and institutional readiness. This article 

examines the opportunities and risks associated with digital transformation in the Indonesian 

criminal justice system within a broader developing country context. Using normative legal 

research and comparative analysis, the study evaluates current digital justice initiatives and their 

alignment with legal and institutional frameworks. The findings indicate that while digitalization 

improves case management and procedural efficiency, structural challenges such as digital divide, 

limited infrastructure, and lack of regulatory safeguards hinder effective implementation. 

Moreover, risks such as data privacy violations and algorithmic bias remain insufficiently 

regulated. The article argues that digital transformation must be accompanied by strong legal 

governance frameworks to ensure fairness and accountability. It proposes a balanced approach 

integrating technological innovation with rights-based safeguards. The study concludes that 

sustainable digital justice reform in developing countries requires institutional capacity-building 

and comprehensive regulatory adaptation. 
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INTRODUCTION 

 

Digital transformation has become a defining characteristic of contemporary 

governance, fundamentally altering the manner in which public institutions 

operate, deliver services, and engage with citizens.1 The rapid development 

of information and communication technologies (ICTs) has encouraged 

governments across the world to modernize administrative processes 

through digital solutions designed to improve efficiency, transparency, and 

accountability.2 Within this broader context, justice institutions have 

increasingly embraced digital technologies as part of ongoing efforts to 

reform legal systems and strengthen the administration of justice.3 

Consequently, the concept of digital justice has emerged as a significant 

component of public sector modernization, reflecting the integration of 

technological innovation into judicial and law enforcement functions. 

The digitalization of criminal justice systems encompasses a wide range 

of technological applications. Courts increasingly utilize electronic case 

management systems to facilitate document handling and case monitoring, 

while virtual hearings and online court proceedings have expanded 

opportunities for remote participation in judicial processes.4 Similarly, 

prosecutors and law enforcement agencies have adopted digital platforms for 

evidence management, information sharing, and investigative activities. 

More recently, advances in artificial intelligence have introduced decision-

support tools capable of assisting legal professionals in case analysis, risk 

 
1  Binns, Reuben. 2022. “Human Judgment in Algorithmic Loops: Individual Justice and 

Automated Decision-Making.” Regulation & Governance 16 (1): 197–211. 

https://doi.org/10.1111/rego.12358 
2  Hartmann, Kathrin, and Georg Wenzelburger. 2021. “Uncertainty, Risk and the Use of 

Algorithms in Policy Decisions: A Case Study on Criminal Justice in the USA.” Policy 

Sciences 54: 269–287. https://doi.org/10.1007/s11077-020-09414-y 
3  Harcourt, Bernard E. 2007. Against Prediction: Profiling, Policing, and Punishing in an 

Actuarial Age. Chicago: University of Chicago Press. 
4  Hildebrandt, Mireille. 2020. “Criminal Justice and Artificial Intelligence.” ERA Forum 

20: 567–583. https://doi.org/10.1007/s12027-020-00602-0 

https://journal.criminallawinstitute.org/JDCCJ
https://doi.org/10.1111/rego.12358
https://doi.org/10.1007/s11077-020-09414-y
https://doi.org/10.1007/s12027-020-00602-0
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assessment, and administrative decision-making.5 These developments have 

contributed to a growing transformation of criminal justice institutions from 

conventional paper-based systems toward technology-driven models of 

governance. 

The COVID-19 pandemic significantly accelerated this transformation. 

Public health restrictions and social distancing measures compelled courts 

and other criminal justice agencies to adopt digital mechanisms to ensure the 

continuity of legal services. As a result, digital justice initiatives that were 

previously implemented on a limited scale became central components of 

justice administration in many jurisdictions. For developing countries, the 

pandemic highlighted both the necessity and the urgency of technological 

modernization within criminal justice systems. Governments increasingly 

recognized digital transformation as a means of improving institutional 

resilience, reducing procedural delays, and expanding access to justice. 

Despite these potential benefits, digital transformation also raises 

important legal and governance concerns. The pursuit of efficiency and 

technological innovation must be balanced against the fundamental 

principles of procedural fairness, due process, accountability, and human 

rights protection.6 The integration of digital technologies into criminal justice 

systems therefore requires careful examination to ensure that modernization 

efforts strengthen rather than undermine the legitimacy and integrity of 

justice institutions. 

The adoption of digital technologies presents significant opportunities 

for reforming criminal justice systems, particularly in developing countries 

where institutional inefficiencies, procedural delays, and resource limitations 

often impede effective justice delivery. Digital platforms have the potential to 

streamline administrative processes, improve coordination among justice 

agencies, and enhance public access to legal services. Nevertheless, the 

 
5  Levy, Karen, Kyla Chasalow, and Sarah Riley. 2021. “Algorithms and Decision-Making 

in the Public Sector.” arXiv preprint. https://arxiv.org/abs/2106.03673 
6  Marjanović, Olivera, Dubravka Čečež-Kecmanović, and Richard Vidgen. 2022. 

“Theorising Algorithmic Justice.” European Journal of Information Systems 31 (3): 269–287. 

https://doi.org/10.1080/0960085X.2021.1934130 

https://journal.criminallawinstitute.org/JDCCJ
https://arxiv.org/abs/2106.03673
https://doi.org/10.1080/0960085X.2021.1934130
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implementation of digital justice systems is frequently accompanied by 

complex legal, institutional, and technological challenges that may 

compromise the achievement of these objectives. 

One of the primary concerns relates to digital inequality. Access to digital 

justice services depends heavily on technological infrastructure, internet 

connectivity, and digital literacy, all of which remain unevenly distributed 

across many developing countries. Consequently, the benefits of digital 

transformation may not be equally accessible to all segments of society, 

potentially creating new barriers to justice for vulnerable and marginalized 

groups. In addition, inadequate technological infrastructure may undermine 

the reliability and effectiveness of digital justice systems, particularly in 

remote and underserved regions. 

Further challenges arise from issues of data governance, privacy, and 

cybersecurity. Criminal justice institutions increasingly collect, process, and 

store large volumes of sensitive personal information through digital 

platforms. Weak regulatory frameworks and insufficient cybersecurity 

safeguards may expose such information to unauthorized access, misuse, or 

cyberattacks. Moreover, the growing use of algorithmic and artificial 

intelligence-based technologies raises concerns regarding transparency, 

accountability, and the possibility of discriminatory outcomes. These risks are 

particularly significant where legal frameworks governing emerging 

technologies remain underdeveloped or fragmented. 

The complexity of these challenges demonstrates the need for 

governance models capable of reconciling technological innovation with 

fundamental legal principles. Accordingly, there is an urgent need to examine 

how digital transformation can be implemented in a manner that promotes 

efficiency while simultaneously protecting human rights, ensuring 

accountability, and maintaining public trust in criminal justice institutions. 

Against this background, this study seeks to investigate the 

opportunities and risks associated with the digital transformation of criminal 

justice systems in developing countries. Specifically, the study addresses four 

interrelated questions. First, what opportunities does digital transformation 

provide for criminal justice systems in developing countries? Second, what 

https://journal.criminallawinstitute.org/JDCCJ
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legal, institutional, and technological risks emerge from the implementation 

of digital justice reforms? Third, how has Indonesia implemented digital 

transformation within its criminal justice system, and what lessons can be 

drawn from this experience? Finally, what governance strategies are required 

to ensure that digital justice systems remain fair, accountable, and consistent 

with human rights standards? 

The primary objective of this study is to examine the role of digital 

technologies in contemporary criminal justice reform and to evaluate their 

implications for developing countries. More specifically, the study seeks to 

analyze the opportunities generated by digital justice initiatives, identify the 

legal and governance risks associated with technological adoption, and assess 

Indonesia’s experience as an illustrative case within the broader developing-

country context. Based on this analysis, the study aims to formulate policy 

recommendations that support sustainable, accountable, and rights-based 

approaches to digital justice governance. 

This study possesses both theoretical and practical significance. From a 

theoretical perspective, it contributes to the growing body of scholarship on 

digital justice, legal technology, and public sector governance. By examining 

the intersection between technological innovation, criminal justice reform, 

and human rights protection, the study seeks to advance existing theoretical 

discussions concerning the governance of digital transformation within legal 

institutions. Furthermore, it contributes to the development of analytical 

frameworks that connect digital innovation with broader questions of access 

to justice, accountability, and institutional legitimacy. 

From a practical perspective, the study provides insights that may assist 

policymakers, judicial authorities, prosecutors, law enforcement agencies, 

and other stakeholders involved in justice sector reform. The findings are 

expected to support the development of legal and policy frameworks that 

facilitate the effective implementation of digital justice initiatives while 

safeguarding procedural fairness and fundamental rights. In addition, the 

study offers recommendations that may guide developing countries in 

designing digital transformation strategies that are both technologically 

effective and legally sustainable. 

https://journal.criminallawinstitute.org/JDCCJ
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THE CONCEPT OF DIGITAL TRANSFORMATION IN CRIMINAL 

JUSTICE 

The concept of digital justice has emerged from broader processes of digital 

transformation within public administration and governance. Digital 

transformation refers not merely to the adoption of technological tools but to 

a fundamental restructuring of institutional processes, decision-making 

mechanisms, and service delivery models through the strategic use of digital 

technologies. According to Janowski (2015)7, digital transformation 

represents the most advanced stage of digital government development, 

characterized by systemic changes in governance structures rather than the 

simple automation of administrative functions. Within the justice sector, this 

transformation has generated the concept of digital justice, which 

encompasses the integration of information and communication technologies 

into legal and judicial processes to improve efficiency, accessibility, 

transparency, and accountability. 

The evolution of justice administration has historically been associated 

with efforts to improve procedural efficiency and access to legal services. 

Traditional justice systems relied heavily on paper-based documentation, 

physical court appearances, and fragmented institutional communication. 

However, advances in digital technology have enabled courts, prosecutors, 

law enforcement agencies, and correctional institutions to modernize 

operational procedures through electronic platforms and integrated 

information systems. Richard Susskind (2019)8 argues that technology is 

transforming legal institutions from service-centered models toward user-

centered systems in which legal processes become increasingly accessible 

through digital platforms. In this perspective, digital justice is not merely a 

technological innovation but a structural reform that redefines the 

relationship between legal institutions and society. 

 
7  Janowski, Tomasz. 2015. “Digital Government Evolution: From Transformation to 

Contextualization.” Government Information Quarterly 32 (3): 221–236. 

https://doi.org/10.1016/j.giq.2015.07.001 
8  Susskind, Richard. 2019. Online Courts and the Future of Justice. Oxford: Oxford 

University Press. https://doi.org/10.1093/oso/9780198838364.001.0001 

https://journal.criminallawinstitute.org/JDCCJ
https://doi.org/10.1016/j.giq.2015.07.001
https://doi.org/10.1093/oso/9780198838364.001.0001
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From a governance perspective, digital justice is closely linked to the 

principles of good governance and digital government. Theoretical 

frameworks developed by scholars such as Fountain (2001) and Dunleavy et 

al. (2006)9 emphasize that technology can enhance institutional effectiveness 

by reducing administrative burdens, increasing transparency, and facilitating 

public participation. Within criminal justice systems, these objectives are 

reflected in efforts to create more efficient mechanisms for case management, 

evidence administration, judicial proceedings, and inter-agency 

coordination. Consequently, digital justice has become an important 

component of contemporary justice reform initiatives in both developed and 

developing countries. 

The development of digital justice is also supported by international 

legal and policy frameworks. The United Nations has repeatedly emphasized 

the importance of technology in promoting access to justice under Goal 16 of 

the Sustainable Development Goals (SDGs), which seeks to establish 

effective, accountable, and inclusive institutions. Similarly, the United 

Nations Office on Drugs and Crime (UNODC) has encouraged the adoption 

of digital technologies to strengthen criminal justice administration while 

maintaining compliance with due process and human rights standards. 

These developments demonstrate that digital justice is increasingly viewed 

as a central element of modern justice governance. 

The digital transformation of criminal justice encompasses multiple 

institutional dimensions that extend across the entire criminal justice process, 

including policing, prosecution, adjudication, and corrections. The 

integration of digital technologies within these domains reflects a broader 

shift toward data-driven governance and technology-assisted decision-

making. 

Digital policing represents one of the most significant developments in 

contemporary law enforcement. Advances in data analytics, artificial 

intelligence, and surveillance technologies have enabled police agencies to 

 
9  Dunleavy, Patrick, Helen Margetts, Simon Bastow, and Jane Tinkler. 2006. “New Public 

Management Is Dead—Long Live Digital-Era Governance.” Journal of Public 

Administration Research and Theory 16 (3): 467–494. https://doi.org/10.1093/jopart/mui057 

https://journal.criminallawinstitute.org/JDCCJ
https://doi.org/10.1093/jopart/mui057
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employ predictive policing tools designed to identify crime patterns and 

allocate resources more efficiently. Scholars such as Ferguson (2017)10 argue 

that predictive technologies have the potential to improve crime prevention 

strategies through data-driven analysis. At the same time, concerns have 

emerged regarding algorithmic bias, discriminatory profiling, and the lack of 

transparency in automated decision-making systems. Digital investigations 

further illustrate the growing importance of technology within criminal 

justice, as law enforcement agencies increasingly rely on digital forensics, 

electronic evidence collection, and cybercrime investigation techniques. 

These developments require legal frameworks capable of balancing 

investigative effectiveness with constitutional protections of privacy and 

individual rights. 

The prosecution stage has likewise experienced significant digital 

transformation. Electronic case management systems have become essential 

tools for organizing case files, monitoring procedural timelines, and 

facilitating communication among criminal justice institutions. Digital 

evidence management platforms allow prosecutors to store, authenticate, 

and present electronic evidence in a more systematic manner. Such 

developments have become particularly important in light of the growing 

prevalence of cybercrime and electronically generated evidence. Legal 

recognition of electronic documents and digital evidence is reflected in 

numerous national legal frameworks, including electronic transaction laws 

and procedural regulations governing the admissibility of digital evidence. 

In Indonesia, for example, the legal validity of electronic information and 

electronic documents is recognized under Law Number 11 of 2008 

concerning Electronic Information and Transactions, as amended by Law 

Number 19 of 2016. 

Digital adjudication constitutes another important dimension of 

criminal justice transformation. Courts increasingly employ electronic filing 

systems, virtual hearings, and integrated case administration platforms to 

improve procedural efficiency and reduce administrative delays. The 

 
10  Ferguson, Andrew Guthrie. 2017. The Rise of Big Data Policing: Surveillance, Race, and the 

Future of Law Enforcement. New York: NYU Press. 

https://journal.criminallawinstitute.org/JDCCJ
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widespread adoption of remote court proceedings during the COVID-19 

pandemic demonstrated the potential of technology to ensure continuity in 

judicial services under extraordinary circumstances. Susskind (2021)11 argues 

that online courts represent a significant evolution in access-to-justice 

mechanisms by enabling broader participation and reducing geographical 

barriers to legal proceedings. Nevertheless, scholars also caution that virtual 

adjudication may affect procedural fairness, witness credibility assessments, 

and the right to effective legal representation if adequate safeguards are not 

implemented. 

The correctional sector has similarly incorporated digital technologies to 

improve offender management and supervision. Electronic monitoring 

systems, digital reporting platforms, and data-driven correctional 

management tools have expanded the capacity of correctional institutions to 

supervise offenders while reducing the costs associated with traditional 

incarceration. Electronic supervision technologies are increasingly utilized in 

probation and parole programs as alternatives to imprisonment. From a 

criminal justice policy perspective, these technologies contribute to more 

efficient correctional administration while potentially supporting 

rehabilitation and reintegration objectives. However, concerns remain 

regarding privacy, proportionality, and the potential expansion of state 

surveillance beyond traditional correctional settings. 

These developments illustrate that digital criminal justice is not confined 

to a single institution but represents a comprehensive transformation of the 

criminal justice ecosystem. The effectiveness of such transformation depends 

not only on technological innovation but also on the existence of legal 

safeguards, institutional capacity, and governance mechanisms that ensure 

accountability and public trust. 

Furthermore, digital justice should be understood not merely as a 

technological initiative but as a broader governance reform aimed at 

modernizing criminal justice institutions. Governance scholars emphasize 

that digital transformation succeeds only when technological innovation is 

 
11  Susskind, Richard. 2019. Online Courts and the Future of Justice. Oxford: Oxford 

University Press. https://doi.org/10.1093/oso/9780198838364.001.0001 

https://journal.criminallawinstitute.org/JDCCJ
https://doi.org/10.1093/oso/9780198838364.001.0001
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accompanied by institutional adaptation, regulatory development, and 

organizational change. According to the Digital Era Governance theory 

proposed by Dunleavy et al. (2006)12, public institutions increasingly utilize 

digital technologies to reintegrate fragmented administrative functions, 

simplify service delivery, and strengthen citizen-centered governance. 

Within the criminal justice sector, these objectives are reflected in efforts to 

create integrated information systems, improve inter-agency coordination, 

and enhance public access to legal services. 

Institutional modernization through digital justice initiatives is expected 

to increase efficiency, reduce procedural delays, and improve the quality of 

public services. However, governance reforms must also address broader 

normative concerns regarding accountability, transparency, and human 

rights protection. The principles of good governance, as articulated by the 

United Nations Development Programme (UNDP), require public 

institutions to operate in a manner that is participatory, transparent, 

responsive, equitable, and accountable. These principles remain equally 

relevant within digitally transformed justice systems. 

Moreover, digital justice governance must be aligned with international 

human rights standards. The rights to a fair trial, privacy, due process, and 

effective legal remedies are protected under international instruments such 

as the International Covenant on Civil and Political Rights (ICCPR). 

Consequently, the deployment of digital technologies within criminal justice 

institutions must be carefully regulated to prevent arbitrary decision-making, 

excessive surveillance, and discriminatory outcomes. In this regard, a rights-

based governance framework provides an essential foundation for ensuring 

that digital transformation strengthens rather than undermines the 

legitimacy of criminal justice institutions. Therefore, digital justice should be 

conceptualized as an intersection between technological innovation, 

institutional reform, and legal governance. Its success depends not solely on 

technological capacity but on the ability of states to establish regulatory 

 
12  Dunleavy, Patrick, Helen Margetts, Simon Bastow, and Jane Tinkler. 2006. “New Public 

Management Is Dead—Long Live Digital-Era Governance.” Journal of Public 

Administration Research and Theory 16 (3): 467–494. https://doi.org/10.1093/jopart/mui057 

https://journal.criminallawinstitute.org/JDCCJ
https://doi.org/10.1093/jopart/mui057
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frameworks, accountability mechanisms, and human rights safeguards 

capable of supporting sustainable and equitable criminal justice 

transformation. 

 

OPPORTUNITIES OF DIGITAL TRANSFORMATION IN CRIMINAL 

JUSTICE 

 

The digital transformation of criminal justice systems has generated 

significant opportunities for institutional reform, particularly in jurisdictions 

facing increasing caseloads, limited administrative resources, and growing 

public demands for efficient legal services. While digitalization is often 

associated with technological modernization, its broader significance lies in 

its capacity to reshape the administration of justice through improved 

efficiency, accessibility, transparency, and evidence-based governance. From 

the perspective of Digital Era Governance theory, technological innovation 

enables public institutions to overcome bureaucratic fragmentation and 

create more integrated and responsive systems of service delivery.13 Within 

criminal justice systems, these developments have the potential to strengthen 

institutional performance while simultaneously enhancing access to justice 

and public trust. 

One of the most frequently cited advantages of digital transformation is 

its capacity to improve procedural efficiency throughout the criminal justice 

process. Traditional justice systems often rely on paper-based 

documentation, manual filing procedures, and fragmented information 

management practices that contribute to procedural delays and 

administrative inefficiencies. The introduction of electronic case 

management systems, automated workflows, and integrated digital 

databases allows criminal justice institutions to process cases more rapidly 

while reducing the administrative burdens associated with routine legal 

procedures. 

 
13  Dunleavy, Patrick, Helen Margetts, Simon Bastow, and Jane Tinkler. 2006. “New Public 

Management Is Dead—Long Live Digital-Era Governance.” Journal of Public 

Administration Research and Theory 16 (3): 467–494. https://doi.org/10.1093/jopart/mui057 

https://journal.criminallawinstitute.org/JDCCJ
https://doi.org/10.1093/jopart/mui057
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From the perspective of New Public Management theory, efficiency 

constitutes a central objective of public sector reform. Digital technologies 

contribute to this objective by streamlining information flows, minimizing 

duplication of administrative tasks, and facilitating inter-agency 

coordination. Courts that utilize electronic filing systems can process legal 

documents more quickly than those relying on conventional paper-based 

procedures. Similarly, prosecutors and law enforcement agencies can access 

relevant information through integrated databases, thereby reducing delays 

associated with information exchange and document verification. 

Several jurisdictions provide illustrative examples of these benefits. In 

Singapore, the implementation of electronic litigation systems significantly 

reduced procedural delays by enabling online filing, digital case tracking, 

and electronic communication between courts and litigants. Likewise, 

Estonia's digital government framework has integrated judicial services into 

a broader e-governance ecosystem, allowing legal processes to be conducted 

with greater efficiency and administrative consistency. During the COVID-

19 pandemic, numerous countries—including Indonesia, the United 

Kingdom, and Australia—expanded the use of virtual hearings and 

electronic case management systems to ensure continuity in criminal 

proceedings despite restrictions on physical interaction. These experiences 

demonstrated that digital technologies can enhance institutional resilience 

while reducing procedural bottlenecks. 

Nevertheless, procedural efficiency should not be viewed solely as a 

managerial objective. As scholars of access-to-justice theory emphasize, 

delays in criminal proceedings may undermine the right to a fair trial and 

erode public confidence in legal institutions. Consequently, improvements in 

efficiency contribute not only to institutional performance but also to the 

realization of substantive justice.14 

Digital transformation also possesses considerable potential to expand 

access to justice by reducing geographical, economic, and procedural barriers 

 
14  Završnik, Aleš. 2019. “Algorithmic Justice: Algorithms and Big Data in Criminal Justice 

Settings.” European Journal of Criminology 18 (5): 1–20. 

https://doi.org/10.1177/1477370819876762 

https://journal.criminallawinstitute.org/JDCCJ
https://doi.org/10.1177/1477370819876762
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that traditionally limit public engagement with legal institutions. Access-to-

justice scholars such as Cappelletti and Garth argue that legal systems must 

be designed to ensure meaningful access to legal remedies for all members of 

society, particularly vulnerable and marginalized populations. Digital 

technologies can support this objective by enabling remote participation in 

legal proceedings and facilitating access to legal information and judicial 

services. 

Online court hearings, virtual legal consultations, and electronic filing 

systems allow individuals to participate in judicial processes without the 

need for physical attendance at court facilities. This development is 

particularly significant in geographically dispersed countries where distance 

and transportation costs may discourage individuals from seeking legal 

remedies. Remote participation technologies can reduce litigation costs, 

increase procedural flexibility, and facilitate broader public access to judicial 

institutions. 

The experience of several jurisdictions illustrates these possibilities. 

During the pandemic, courts in the United Kingdom expanded the use of 

remote hearings to maintain judicial operations while minimizing health 

risks. Similarly, India's e-Courts Project enabled litigants and legal 

practitioners to access case information and participate in certain judicial 

processes through digital platforms. In Indonesia, the implementation of 

electronic court services through the Supreme Court's e-Court system has 

facilitated online case registration, fee payments, and document submissions, 

thereby reducing procedural barriers for litigants. 

At the same time, the effectiveness of digital access initiatives depends 

heavily on technological infrastructure and digital literacy. Although digital 

platforms may increase accessibility for some groups, they may 

simultaneously create new forms of exclusion for individuals lacking reliable 

internet access or technological competencies. Consequently, expanding 

access to justice through digital transformation requires complementary 

policies aimed at addressing digital inequality and ensuring inclusive 

participation. 

Transparency and accountability constitute fundamental principles of 

https://journal.criminallawinstitute.org/JDCCJ
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democratic governance and the rule of law. Digital transformation 

contributes to these objectives by enhancing the traceability of institutional 

actions and improving the availability of information concerning criminal 

justice processes. Unlike traditional paper-based systems, digital platforms 

generate electronic records that can be systematically stored, monitored, and 

audited. Such records facilitate oversight mechanisms and reduce 

opportunities for procedural manipulation, corruption, or unauthorized 

interference. 

According to principal-agent theory, transparency reduces information 

asymmetries between public institutions and citizens, thereby strengthening 

accountability relationships. Within criminal justice systems, digital records 

provide detailed documentation of procedural actions, including case 

registrations, evidence submissions, judicial decisions, and administrative 

communications. These records create audit trails that enable supervisory 

bodies to monitor institutional performance and investigate allegations of 

misconduct. 

The implementation of public case-tracking systems provides a practical 

illustration of this opportunity. Several jurisdictions have introduced online 

portals that allow litigants and members of the public to monitor the progress 

of legal proceedings in real time. Such systems not only improve public 

access to information but also enhance confidence in judicial institutions by 

demonstrating procedural transparency. Estonia's digital justice 

infrastructure, for example, allows authorized users to access case 

information electronically while maintaining appropriate privacy 

safeguards. Similar initiatives have been introduced in numerous 

jurisdictions seeking to strengthen public trust through increased 

institutional openness. 

However, transparency objectives must be balanced against competing 

concerns regarding privacy and data protection. Criminal justice institutions 

routinely process sensitive personal information, and excessive disclosure 

may undermine individual rights. Consequently, accountability mechanisms 

must operate within legal frameworks that protect confidentiality and data 

security. 

https://journal.criminallawinstitute.org/JDCCJ
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The growing importance of digital information in contemporary society 

has transformed the nature of criminal evidence and created new 

opportunities for evidence management. Traditional methods of storing and 

handling evidence often involve substantial logistical challenges, including 

risks of loss, damage, or unauthorized access. Digital evidence management 

systems provide a more systematic approach to collecting, storing, 

authenticating, and presenting evidentiary materials throughout criminal 

proceedings. 

The increasing prevalence of cybercrime, electronic communications, 

surveillance technologies, and digital transactions has made digital evidence 

an essential component of modern criminal investigations. Consequently, 

criminal justice institutions have developed specialized systems for 

managing electronic records, digital forensic data, audiovisual materials, and 

other forms of technologically generated evidence. These systems improve 

evidentiary integrity by creating secure chains of custody and reducing 

opportunities for evidence tampering. 

The United States Federal Bureau of Investigation (FBI), the United 

Kingdom's digital forensic units, and the European Union's initiatives 

concerning electronic evidence provide examples of efforts to modernize 

evidentiary management. In many jurisdictions, digital evidence repositories 

enable investigators, prosecutors, and courts to access evidentiary materials 

through secure platforms while maintaining detailed records of all 

interactions with the evidence. Such systems enhance reliability, support 

forensic analysis, and facilitate cross-agency cooperation. From a legal 

perspective, the effectiveness of digital evidence management depends upon 

clear regulatory frameworks governing authenticity, admissibility, and 

evidentiary reliability. Therefore, technological innovation must be 

accompanied by procedural safeguards capable of preserving due process 

and evidentiary integrity. 

Beyond operational improvements, digital transformation creates 

opportunities for evidence-based governance within criminal justice systems. 

Contemporary governance theories increasingly emphasize the importance 

of data-driven decision-making as a means of improving institutional 

https://journal.criminallawinstitute.org/JDCCJ


 
 
 

Ahmadi & Nuraisyah / Digital Transformation of Criminal Justice   16 
 

Available online at https://journal.criminallawinstitute.org/JDCCJ  

effectiveness and policy outcomes. Digital technologies enable criminal 

justice institutions to collect, analyze, and utilize large volumes of 

information concerning crime patterns, case processing times, institutional 

performance, and resource allocation. 

Data analytics tools can assist policymakers in identifying systemic 

inefficiencies, evaluating reform initiatives, and designing targeted 

interventions based on empirical evidence rather than intuition or political 

considerations. Courts can utilize performance indicators to monitor case 

backlogs and procedural delays, while prosecutors and law enforcement 

agencies can employ statistical analysis to assess investigative effectiveness 

and resource distribution. Such approaches support more rational and 

accountable decision-making processes. 

The growing use of judicial analytics provides an illustrative example. 

Several jurisdictions have adopted performance monitoring systems that 

track case duration, clearance rates, and judicial workloads to improve 

administrative management. In Singapore and Estonia, integrated digital 

governance systems generate real-time institutional data that support 

strategic planning and policy evaluation. Similarly, predictive analytics have 

been utilized in some law enforcement contexts to identify emerging crime 

trends and allocate resources more effectively. 

Nevertheless, scholars caution that data-driven governance should not 

be confused with algorithmic determinism. Quantitative indicators may 

provide valuable insights, but legal decision-making ultimately requires 

normative judgments grounded in legal principles, ethical considerations, 

and human rights protections. Therefore, evidence-based governance should 

complement rather than replace human judgment within criminal justice 

institutions. 

Taken together, these opportunities demonstrate that digital 

transformation possesses the potential to fundamentally improve criminal 

justice administration. By enhancing efficiency, expanding access to justice, 

strengthening transparency, improving evidence management, and 

supporting evidence-based governance, digital technologies can contribute 

to more effective and responsive justice systems. However, the realization of 
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these benefits depends upon appropriate governance frameworks capable of 

ensuring that technological innovation remains consistent with the principles 

of fairness, accountability, and the rule of law. 

 

DIGITAL TRANSFORMATION OF CRIMINAL JUSTICE IN 

INDONESIA: BETWEEN MODERNIZATION, ACCESS TO JUSTICE, 

AND RULE-OF-LAW CONCERNS 

 

The digital transformation of Indonesia's criminal justice system represents a 

significant component of broader state modernization efforts aimed at 

improving institutional effectiveness, expanding public access to legal 

services, and enhancing administrative accountability. However, the 

Indonesian experience should not be understood merely as a technological 

transition from paper-based procedures to digital platforms. Rather, it 

constitutes a deeper governance transformation that reflects evolving 

relationships between law, technology, state authority, and citizen rights. As 

Janowski (2015)15 argues, digital transformation in the public sector involves 

not only the adoption of technological tools but also the restructuring of 

institutional processes, organizational cultures, and governance 

arrangements. Consequently, Indonesia's digital justice initiatives must be 

analyzed within broader debates concerning the role of technology in 

contemporary governance and the administration of justice. 

Scholars remain divided regarding the implications of digital 

transformation for legal institutions. Optimistic perspectives, represented by 

Susskind (2019), suggest that technology can democratize access to legal 

services by reducing procedural complexity, lowering transaction costs, and 

making justice institutions more accessible to citizens. According to this view, 

digital courts, online dispute resolution mechanisms, and electronic case 

management systems can address longstanding inefficiencies that have 

traditionally limited access to justice, particularly in developing countries. 

 
15  Janowski, Tomasz. 2015. “Digital Government Evolution: From Transformation to 

Contextualization.” Government Information Quarterly 32 (3): 221–236. 

https://doi.org/10.1016/j.giq.2015.07.001 
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Conversely, critical scholars such as Eubanks (2018)16, Citron (2008)17, and 

Pasquale (2015)18 caution that digitalization may reproduce or even 

exacerbate existing inequalities if technological systems are implemented 

without adequate safeguards. From this perspective, digital justice can create 

new forms of exclusion, surveillance, and institutional opacity despite its 

promise of efficiency and accessibility. 

Indonesia's experience reflects this broader scholarly tension between 

technological optimism and technological skepticism. On one hand, digital 

transformation has enabled important institutional innovations that have 

modernized criminal justice administration. On the other hand, persistent 

concerns remain regarding unequal access to technology, disparities in 

institutional capacity, procedural fairness, and the adequacy of legal 

safeguards governing digital justice processes. 

The evolution of digital justice in Indonesia has occurred alongside 

wider public administration reforms designed to strengthen state capacity 

and improve public service delivery. Early digitalization efforts were largely 

administrative in nature, focusing on information management, document 

digitization, and public information services. However, subsequent reforms 

increasingly incorporated substantive judicial functions, reflecting a 

transition from administrative digitalization toward institutional 

transformation. 

This development can be interpreted through the lens of Digital Era 

Governance theory proposed by Dunleavy et al. (2006), which argues that 

contemporary public institutions are moving beyond the fragmented 

structures associated with New Public Management toward integrated, 

technology-driven governance systems. Within Indonesia's criminal justice 

system, this shift is evident in efforts to create interconnected digital 

infrastructures linking courts, prosecutors, law enforcement agencies, 
 

16  Eubanks, Virginia. 2018. Automating Inequality: How High-Tech Tools Profile, Police, and 

Punish the Poor. New York: St. Martin’s Press. 
17  Citron, Danielle Keats. 2008. “Technological Due Process.” Washington University Law 

Review 85 (6): 1249–1313. 
18  Pasquale, Frank. 2015. The Black Box Society: The Secret Algorithms That Control Money 

and Information. Cambridge, MA: Harvard University Press. 
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correctional institutions, and other governmental actors. 

The enactment of Law Number 11 of 2008 concerning Electronic 

Information and Transactions (ITE Law), later amended by Law Number 19 

of 2016, constituted an important legal milestone by formally recognizing 

electronic documents and digital communications as legally valid 

instruments. This regulatory framework facilitated the incorporation of 

digital technologies into judicial and prosecutorial practices while 

simultaneously raising complex questions regarding evidentiary reliability, 

data protection, and procedural legitimacy. In this regard, digital justice 

reforms in Indonesia reflect a broader global trend in which legal systems are 

increasingly required to adapt to technologically mediated forms of social 

interaction and evidence production. 

The introduction of the Supreme Court's e-Court and e-Litigation 

systems is frequently presented as a major achievement in Indonesia's 

judicial modernization agenda. These platforms enable electronic filing, 

online fee payments, digital document submissions, and electronic case 

administration. From an access-to-justice perspective, such innovations 

reduce procedural costs and minimize geographical barriers that have 

historically limited public access to judicial institutions, particularly in 

remote regions of the Indonesian archipelago. 

However, the relationship between digitalization and access to justice 

remains contested. While Susskind argues that digital courts can democratize 

legal services19, scholars such as Hildebrandt (2020) contend that 

technological accessibility should not be equated with legal accessibility. 

Access to justice involves not merely the availability of digital platforms but 

also the capacity of citizens to effectively utilize them. In Indonesia, 

significant disparities in digital literacy, internet connectivity, and 

technological infrastructure suggest that the benefits of e-Court services may 

not be distributed equally across social groups. Consequently, digitalization 

may simultaneously reduce certain barriers while creating new forms of 

exclusion for technologically disadvantaged populations. 

 
19   Susskind, Richard. 2019. Online Courts and the Future of Justice. Oxford: Oxford 

University Press. https://doi.org/10.1093/oso/9780198838364.001.0001 
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Similar debates emerged regarding the implementation of virtual 

criminal hearings during the COVID-19 pandemic. The rapid adoption of 

videoconferencing technologies enabled criminal proceedings to continue 

despite public health restrictions, demonstrating the adaptability of justice 

institutions under extraordinary circumstances. From an efficiency 

perspective, virtual hearings reduced transportation costs, minimized delays, 

and enhanced procedural continuity. Nevertheless, scholars have raised 

concerns regarding the implications of remote adjudication for fundamental 

fair trial guarantees. 

According to Fuller (1978)20, the legitimacy of adjudication depends not 

only upon substantive outcomes but also upon the quality of procedural 

interaction among judges, prosecutors, defense counsel, and defendants. 

Virtual hearings may weaken this interaction by limiting opportunities for 

confidential communication, impairing assessments of witness credibility, 

and reducing the symbolic authority traditionally associated with courtroom 

proceedings. Consequently, the Indonesian experience illustrates a broader 

international debate concerning whether technological efficiency can be fully 

reconciled with procedural justice. 

Digital transformation has also reshaped prosecutorial functions and 

evidentiary processes. Electronic case management systems adopted by the 

Attorney General's Office facilitate information exchange, document 

administration, and institutional coordination. Such developments align 

with network governance theories emphasizing the importance of 

information-sharing infrastructures in improving organizational 

effectiveness. 

Yet scholars increasingly caution against viewing digital coordination 

solely as an administrative achievement. According to Zuboff's concept of 

surveillance capitalism (2019)21, contemporary digital infrastructures 

generate unprecedented capacities for data collection, monitoring, and 

behavioral analysis. Although such capabilities may enhance investigative 

effectiveness, they simultaneously raise concerns regarding privacy, 

 
20 Fuller, Lon L. 1964. The Morality of Law. New Haven: Yale University Press. 
21  Zuboff, Shoshana. 2019. The Age of Surveillance Capitalism. New York: PublicAffairs. 
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proportionality, and state surveillance. These concerns are particularly 

relevant in criminal justice contexts where digital technologies often involve 

the processing of highly sensitive personal information. 

The growing reliance on electronic evidence further illustrates these 

tensions. Indonesian courts increasingly accept digital communications, 

electronic transactions, social media content, and digital forensic findings as 

evidentiary materials. The legal recognition of electronic evidence under the 

ITE Law reflects the realities of a digitally connected society. However, 

scholars such as Kerr (2010)22 argue that digital evidence presents unique 

challenges regarding authenticity, chain of custody, metadata integrity, and 

cross-border jurisdiction. Consequently, the expansion of digital evidence 

requires not only technological capabilities but also robust procedural 

safeguards capable of preserving due process and evidentiary reliability. 

The achievements of Indonesia's digital justice reforms are undeniable. 

Digital systems have contributed to improvements in case administration, 

institutional coordination, service accessibility, and procedural efficiency. 

Moreover, the successful continuation of judicial operations during the 

COVID-19 pandemic demonstrated the strategic value of digital 

infrastructures in ensuring institutional resilience. 

Nevertheless, these achievements should be assessed critically. Morozov 

(2013)23 warns against what he terms "technological solutionism"—the 

assumption that complex social and institutional problems can be resolved 

primarily through technological interventions. Many of the challenges 

confronting Indonesia's criminal justice system, including judicial integrity, 

unequal legal representation, corruption risks, and resource disparities, are 

fundamentally institutional rather than technological in nature. 

Digitalization may facilitate administrative improvements, but it cannot 

automatically resolve deeper structural deficiencies within legal institutions. 

This observation is particularly relevant in the Indonesian context, 

 
22  Kerr, Orin S. 2010. “Digital Evidence and the New Criminal Procedure.” Columbia Law 

Review 110 (4): 279–342. 
23  Morozov, Evgeny. 2013. To Save Everything, Click Here: The Folly of Technological 

Solutionism. New York: PublicAffairs. 
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where substantial variations exist in institutional capacity across regions. 

While courts in major urban centers may possess the resources necessary to 

implement sophisticated digital systems, courts located in remote areas often 

face persistent infrastructural and human-resource constraints. 

Consequently, digital justice reforms risk reproducing existing regional 

inequalities unless accompanied by broader investments in institutional 

development and technological infrastructure. 

Indonesia's experience demonstrates that digital transformation is 

neither inherently emancipatory nor inherently problematic. Rather, its 

consequences depend upon the legal, institutional, and socio-political 

contexts in which technological innovations are deployed. This conclusion is 

consistent with Hildebrandt's argument that law and technology should be 

understood as mutually constitutive rather than independent domains. 

Technology reshapes legal processes, but legal norms simultaneously shape 

the design, operation, and legitimacy of technological systems. 

The central challenge facing Indonesia therefore lies not in whether 

digital transformation should occur, but in how digital transformation can be 

governed. A sustainable digital justice framework requires more than 

technological innovation; it requires legal safeguards, institutional 

accountability mechanisms, data protection standards, procedural fairness 

guarantees, and effective oversight structures. In the absence of such 

safeguards, digitalization may undermine the very rule-of-law principles it 

seeks to strengthen. Conversely, when embedded within a rights-based 

governance framework, digital technologies possess considerable potential 

to enhance the effectiveness, legitimacy, and accessibility of Indonesia's 

criminal justice system. 

 

RISKS AND CHALLENGES OF DIGITAL CRIMINAL JUSTICE 

 

Although digital transformation offers significant opportunities for 

improving the efficiency and accessibility of criminal justice systems, 

scholars increasingly caution against overly optimistic assumptions 

regarding the benefits of technological innovation. The growing 
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digitalization of justice institutions has generated complex legal, ethical, and 

governance challenges that extend beyond technical considerations. 

Contemporary debates in law and technology scholarship suggest that digital 

justice should not be understood as a neutral administrative reform. Rather, 

digital technologies actively reshape institutional power relationships, 

influence legal decision-making processes, and affect the distribution of 

rights and opportunities within society. 

Critical scholars such as Pasquale (2015)24, Eubanks (2018)25, and Zuboff 

(2019)26 argue that technological systems frequently reproduce existing social 

inequalities while creating new forms of surveillance, exclusion, and 

institutional dependency. Similarly, Hildebrandt (2020) contends that the 

increasing reliance on digital infrastructures fundamentally transforms the 

conditions under which legal rights are exercised and protected. Within the 

criminal justice context, these concerns are particularly significant because 

criminal proceedings involve the exercise of state coercive power, the 

processing of sensitive personal information, and the protection of 

fundamental rights such as privacy, due process, equality before the law, and 

access to justice. Consequently, while digital transformation may enhance 

institutional efficiency, it simultaneously generates risks that must be 

carefully managed through appropriate legal frameworks, governance 

mechanisms, and accountability structures. 

One of the most significant challenges confronting digital justice 

initiatives is the persistence of digital inequality. The promise of digital 

justice is often premised upon the assumption that citizens possess adequate 

access to technological infrastructure and the skills necessary to engage with 

digital platforms. However, this assumption frequently overlooks substantial 

disparities in technological access and digital capabilities across different 

regions and social groups. 

 
24  Pasquale, Frank. 2015. The Black Box Society: The Secret Algorithms That Control Money 

and Information. Cambridge, MA: Harvard University Press. 
25  Eubanks, Virginia. 2018. Automating Inequality: How High-Tech Tools Profile, Police, and 

Punish the Poor. New York: St. Martin’s Press. 
26  Zuboff, Shoshana. 2019. The Age of Surveillance Capitalism. New York: PublicAffairs. 
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The concept of the digital divide extends beyond mere access to 

technology. Van Dijk (2020)27 argues that digital inequality encompasses 

multiple dimensions, including access to infrastructure, technological skills, 

economic resources, and the capacity to effectively utilize digital services. 

Consequently, individuals may be formally included within digital systems 

while remaining functionally excluded from meaningful participation. 

Infrastructure disparities represent a major obstacle to the equitable 

implementation of digital justice systems, particularly in developing 

countries. Reliable internet connectivity, stable electricity supplies, and 

adequate technological facilities are essential prerequisites for digital court 

proceedings, electronic evidence management, and online legal services. 

However, such resources remain unevenly distributed across many 

jurisdictions. 

Indonesia provides a particularly relevant example. Although major 

urban centers such as Jakarta, Surabaya, and Bandung possess relatively 

advanced digital infrastructures, many rural and remote regions continue to 

experience limitations in internet access and technological connectivity. 

Similar challenges have been observed in India, the Philippines, and 

numerous African jurisdictions implementing digital justice reforms. From 

an access-to-justice perspective, these disparities create the risk of a two-

tiered justice system in which technologically connected populations benefit 

disproportionately from digital services while marginalized communities 

face increasing obstacles to participation. Such outcomes may undermine the 

principle of equality before the law and exacerbate existing social 

inequalities. 

Beyond physical infrastructure, socioeconomic conditions significantly 

influence the effectiveness of digital justice initiatives. Access to computers, 

smartphones, internet subscriptions, and other technological resources often 

depends upon individual financial capacity. Consequently, lower-income 

populations may face practical barriers to engaging with digital legal services 

even when such services are formally available. 

Digital literacy presents an equally important challenge. As Eubanks 

 
27  van Dijk, Jan A. G. M. 2020. The Digital Divide. Cambridge: Polity Press. 

https://journal.criminallawinstitute.org/JDCCJ


 
 
 

Ahmadi & Nuraisyah / Digital Transformation of Criminal Justice   25 
 

Available online at https://journal.criminallawinstitute.org/JDCCJ  

(2018)28 observes, technological systems frequently assume levels of 

knowledge and competence that many citizens do not possess. The ability to 

navigate online legal platforms, submit electronic documents, participate in 

virtual hearings, or access digital legal information requires skills that cannot 

be taken for granted. These concerns are particularly significant within 

criminal justice systems because vulnerable populations—including 

detainees, defendants, victims, and individuals with limited educational 

backgrounds—may be disproportionately affected by technological barriers. 

Therefore, digital justice initiatives must be accompanied by policies aimed 

at promoting digital inclusion, technological accessibility, and public legal 

education. 

The digitalization of criminal justice processes has substantially 

increased the collection, storage, processing, and exchange of personal 

information. Criminal justice institutions routinely manage highly sensitive 

data, including criminal records, investigative materials, biometric 

information, witness statements, forensic reports, and judicial decisions. 

Consequently, concerns regarding privacy and data protection have become 

central issues in contemporary digital justice governance. 

Privacy scholars such as Solove (2021)29 emphasize that informational 

privacy constitutes a fundamental component of individual autonomy and 

democratic governance. Within criminal justice systems, unauthorized 

disclosure of personal information may result not only in reputational harm 

but also in threats to personal safety, witness protection, and procedural 

fairness. 

The risks associated with digital justice are particularly pronounced 

when multiple institutions share information through interconnected 

databases. While information-sharing mechanisms may improve efficiency 

and coordination, they simultaneously increase opportunities for 

unauthorized access, excessive data collection, and misuse of personal 

 
28  Eubanks, Virginia. 2018. Automating Inequality: How High-Tech Tools Profile, Police, and 

Punish the Poor. New York: St. Martin’s Press. 
29  Solove, Daniel J. 2021. Understanding Privacy. Cambridge, MA: Harvard University 

Press. 
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information. These concerns have become increasingly relevant as 

governments expand the use of integrated criminal justice information 

systems. 

The adoption of data protection legislation, such as Indonesia's Personal 

Data Protection Law (Law No. 27 of 2022) and the European Union's General 

Data Protection Regulation (GDPR), reflects growing recognition of these 

challenges. However, legal compliance alone may be insufficient if 

institutions lack the technical and organizational capacity necessary to ensure 

effective data protection. Moreover, scholars increasingly warn of the 

emergence of what Lyon (2018)30 describes as the "surveillance society," in 

which digital technologies facilitate unprecedented levels of monitoring and 

data collection. Within criminal justice systems, the expansion of digital 

surveillance capabilities may generate tensions between security objectives 

and individual rights, requiring careful regulatory oversight. 

The increasing reliance on digital infrastructures exposes criminal justice 

institutions to a wide range of cybersecurity threats. Unlike traditional paper-

based systems, digital platforms are vulnerable to hacking, malware attacks, 

ransomware incidents, data manipulation, and other forms of cyber 

intrusion. These threats present significant risks not only to institutional 

operations but also to the integrity of legal processes. 

Cybersecurity scholars emphasize that justice institutions constitute 

particularly attractive targets because they possess highly sensitive 

information and perform essential governmental functions. Successful 

cyberattacks may compromise ongoing investigations, disrupt court 

operations, alter evidentiary materials, or expose confidential information. 

Recent international experiences illustrate these risks. Courts and 

government agencies in several countries have experienced ransomware 

attacks that disrupted operations and restricted access to critical data 

systems. Such incidents demonstrate that digital transformation can create 

new forms of institutional vulnerability even as it enhances operational 

efficiency. From a governance perspective, cybersecurity should be 

 
30  Lyon, David. 2018. The Culture of Surveillance: Watching as a Way of Life. Cambridge: 

Polity Press. 
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understood as an essential component of judicial independence and rule-of-

law protection. A criminal justice system that cannot secure its digital 

infrastructure risks undermining public trust, procedural reliability, and 

institutional legitimacy. Consequently, digital justice reforms must be 

accompanied by investments in cybersecurity capacity, incident-response 

mechanisms, and organizational resilience. 

Another important challenge concerns the growing dependence of 

criminal justice institutions on complex technological infrastructures. While 

digital systems may improve efficiency, excessive reliance on technology can 

create new forms of institutional vulnerability and dependency. 

One aspect of this challenge involves dependence on private technology 

vendors. Contemporary digital justice systems frequently rely upon 

proprietary software, cloud-computing services, artificial intelligence 

applications, and external technical expertise. According to Yeung (2018)31, 

such arrangements may shift significant influence over public governance 

processes toward private actors whose interests do not necessarily align with 

public values or constitutional principles. 

Vendor dependency may create difficulties related to system 

interoperability, long-term maintenance costs, technological lock-in, and 

institutional autonomy. In developing countries, these concerns are often 

exacerbated by limited domestic technological capacity and financial 

constraints. Consequently, governments may become dependent upon 

external providers for the operation of essential justice infrastructures. 

System failures represent an additional concern. Technical malfunctions, 

software errors, network outages, and hardware failures may disrupt court 

proceedings, delay investigations, or compromise access to legal services. 

Unlike traditional administrative failures, disruptions within highly 

digitized systems can have cascading effects across multiple institutions 

simultaneously. 

 
31  Yeung, Karen. 2018. “Algorithmic Regulation: A Critical Interrogation.” Regulation & 

Governance 12 (4): 505–523. https://doi.org/10.1111/rego.12158 
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More fundamentally, scholars such as Morozov (2013)32 caution against 

"technological solutionism"—the belief that technological innovation alone 

can resolve complex social and institutional problems. Many challenges 

confronting criminal justice systems, including corruption, procedural 

injustice, unequal legal representation, and institutional mistrust, cannot be 

solved exclusively through digitalization. Consequently, sustainable justice 

reform requires balancing technological innovation with broader 

institutional, legal, and social reforms. 

The sustainability of digital justice therefore depends not only upon 

technological sophistication but also upon governance capacity, regulatory 

effectiveness, financial sustainability, and public legitimacy. Without these 

supporting conditions, digital transformation may create new vulnerabilities 

that undermine the very objectives it seeks to achieve. Taken together, these 

risks demonstrate that digital transformation is neither inherently beneficial 

nor inherently detrimental. Rather, its outcomes depend upon the 

governance frameworks through which technologies are designed, 

implemented, and regulated. The central challenge for developing countries 

is therefore not whether digital justice should be adopted, but how digital 

justice can be governed in a manner that promotes innovation while 

safeguarding equality, privacy, security, accountability, and the rule of law. 

 

ARTIFICIAL INTELLIGENCE AND ALGORITHMIC JUSTICE 

 

The emergence of artificial intelligence (AI) within criminal justice systems 

represents one of the most significant developments in contemporary legal 

governance. Unlike earlier forms of digitalization that primarily focused on 

administrative efficiency and information management, AI technologies 

increasingly influence substantive decision-making processes traditionally 

reserved for human actors. Consequently, the growing use of algorithmic 

systems has generated intense scholarly debate regarding the future 

relationship between law, technology, and state power. 

 
32  Morozov, Evgeny. 2013. To Save Everything, Click Here: The Folly of Technological 

Solutionism. New York: PublicAffairs. 
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The integration of AI into criminal justice reflects a broader 

transformation toward what scholars describe as algorithmic governance. 

According to Yeung (2018)33, algorithmic governance refers to the use of 

computational systems to shape, regulate, and influence human behavior 

through automated decision-making processes. Within criminal justice 

institutions, these technologies are increasingly utilized to predict risks, 

allocate resources, identify criminal patterns, evaluate offender profiles, and 

support judicial or prosecutorial decisions. Proponents argue that AI can 

enhance institutional efficiency, reduce human error, and improve 

consistency in legal decision-making. Critics, however, contend that 

algorithmic systems may reproduce structural inequalities, obscure 

accountability mechanisms, and undermine fundamental principles of 

justice. 

The debate surrounding AI in criminal justice therefore extends beyond 

questions of technological capability. At its core, it concerns the legitimacy of 

delegating public authority to computational systems and the compatibility 

of algorithmic decision-making with constitutional principles, human rights 

protections, and the rule of law. 

The adoption of AI technologies within criminal justice institutions has 

expanded rapidly over the past decade. Law enforcement agencies, 

prosecutors, courts, and correctional institutions increasingly utilize 

algorithmic systems to support various aspects of criminal justice 

administration. One of the most widely discussed applications involves 

predictive policing technologies. These systems employ machine learning 

algorithms and large datasets to identify geographical areas, individuals, or 

activities associated with elevated risks of criminal behavior. Predictive 

policing initiatives have been implemented in jurisdictions such as the United 

States, the United Kingdom, and several European countries, where law 

enforcement agencies use algorithmic tools to allocate personnel and 

prioritize investigative resources. 

Another significant application concerns risk assessment instruments. 

 
33  Yeung, Karen. 2018. “Algorithmic Regulation: A Critical Interrogation.” Regulation & 

Governance 12 (4): 505–523. https://doi.org/10.1111/rego.12158 
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These tools analyze various factors—including criminal history, 

demographic characteristics, and behavioral indicators—to estimate the 

likelihood of recidivism, flight risk, or future criminal conduct. Risk 

assessment algorithms have been employed in bail decisions, sentencing 

recommendations, parole determinations, and correctional supervision 

programs. The COMPAS (Correctional Offender Management Profiling for 

Alternative Sanctions) system in the United States remains one of the most 

widely cited examples of algorithmic risk assessment within criminal justice. 

Artificial intelligence is also increasingly utilized as a decision-support 

mechanism rather than a fully autonomous decision-maker. Courts and 

prosecutors may employ AI-assisted systems to identify relevant legal 

precedents, analyze evidentiary materials, classify legal documents, and 

generate analytical recommendations. Similar developments can be observed 

in China, Singapore, and Estonia, where governments have explored AI 

applications to enhance judicial administration and case management. These 

developments illustrate a broader shift toward data-driven governance 

within criminal justice institutions. However, they also raise fundamental 

questions regarding the extent to which legal decision-making should rely 

upon algorithmic processes rather than human judgment. 

Supporters of AI-driven criminal justice systems argue that algorithmic 

technologies offer significant opportunities to improve institutional 

performance and decision-making quality. From the perspective of New 

Public Management and Digital Era Governance theories, technological 

innovation can enhance efficiency, consistency, and accountability within 

public institutions. 

One frequently cited benefit concerns procedural efficiency. Criminal 

justice systems often confront substantial case backlogs, limited personnel, 

and resource constraints. AI technologies can assist legal institutions by 

automating repetitive tasks such as document classification, legal research, 

evidence organization, and administrative processing. Consequently, legal 

professionals may devote greater attention to complex substantive issues 

requiring human expertise and judgment. 

Artificial intelligence may also contribute to greater consistency in 
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decision-making. Human decision-makers are susceptible to cognitive biases, 

emotional influences, fatigue, and inconsistencies that may affect legal 

outcomes. Algorithmic systems, by contrast, apply predefined criteria 

systematically across cases. Some scholars therefore argue that AI 

technologies possess the potential to reduce arbitrary decision-making and 

promote more predictable legal outcomes. 

Furthermore, AI can support evidence-based governance through 

advanced analytical capabilities. Large-scale datasets concerning crime 

patterns, institutional performance, sentencing practices, and correctional 

outcomes can be analyzed more effectively through machine learning 

techniques than through conventional methods. Such capabilities may assist 

policymakers in identifying systemic inefficiencies and designing more 

targeted criminal justice interventions. 

From a utilitarian perspective, these advantages suggest that algorithmic 

systems may enhance the overall effectiveness of criminal justice 

administration. Nevertheless, the realization of these benefits remains 

contingent upon the quality, transparency, and governance of the underlying 

technologies. Despite their potential advantages, AI technologies have 

generated profound concerns among legal scholars, human rights advocates, 

and governance experts. The most significant criticisms relate to algorithmic 

bias, opacity, and accountability deficits. 

One of the central critiques of AI systems concerns their tendency to 

reproduce and amplify existing social inequalities. As O'Neil (2016)34 argues 

in Weapons of Math Destruction, algorithmic systems are not inherently 

objective. Rather, they are constructed using historical data that often reflect 

existing patterns of discrimination and social disadvantage. The controversy 

surrounding the COMPAS algorithm illustrates this concern. Investigative 

reporting by ProPublica suggested that the system disproportionately 

classified African American defendants as high-risk while underestimating 

risks among white defendants. Although the methodology and conclusions 

remain debated, the case highlighted broader concerns regarding algorithmic 

 
34  O’Neil, Cathy. 2016. Weapons of Math Destruction: How Big Data Increases Inequality and 

Threatens Democracy. New York: Crown. 
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fairness and discriminatory outcomes. 

Eubanks (2018) similarly argues that automated decision-making 

systems frequently target vulnerable populations while reproducing existing 

inequalities under the appearance of technological neutrality.35 Within 

criminal justice systems, such outcomes may undermine the principle of 

equality before the law and reinforce patterns of structural discrimination. 

From a rule-of-law perspective, algorithmic bias poses a fundamental 

challenge because legal legitimacy depends upon the equal treatment of 

individuals regardless of race, ethnicity, socioeconomic status, or other 

protected characteristics. 

A second major concern relates to the opacity of algorithmic systems. 

Many AI applications operate through complex computational processes that 

are difficult for judges, lawyers, defendants, and even system developers to 

fully understand. Pasquale (2015) characterizes this phenomenon as the 

emergence of a "black box society,"36 in which important decisions are 

increasingly made through opaque technological processes that escape 

meaningful public scrutiny. 

Opacity presents particular difficulties within criminal justice contexts 

because legal decision-making traditionally requires reasoned justification. 

Judicial decisions are expected to be transparent, explainable, and subject to 

review. Algorithmic systems that generate recommendations without 

providing understandable explanations may therefore conflict with 

fundamental legal principles. Hildebrandt (2020) argues that explainability is 

essential for preserving legal certainty and procedural fairness in digitally 

mediated legal systems. Without adequate transparency, individuals may be 

unable to challenge decisions affecting their rights or understand the 

reasoning underlying adverse outcomes. 

The increasing reliance on algorithmic systems also complicates 

traditional frameworks of legal accountability. In conventional legal 

 
35  Eubanks, Virginia. 2018. Automating Inequality: How High-Tech Tools Profile, Police, and 

Punish the Poor. New York: St. Martin’s Press. 
36  Pasquale, Frank. 2015. The Black Box Society: The Secret Algorithms That Control Money 

and Information. Cambridge, MA: Harvard University Press. 
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processes, responsibility for decisions can generally be attributed to 

identifiable actors such as judges, prosecutors, investigators, or public 

officials. Algorithmic governance introduces additional layers of complexity 

because decisions may be influenced by software developers, data scientists, 

technology vendors, and automated systems. 

Citron (2008) describes this phenomenon as the problem of "bureaucratic 

due process,"37 where automated systems may exercise significant influence 

over public decision-making without corresponding accountability 

mechanisms. If an AI system contributes to an erroneous arrest, 

discriminatory sentencing recommendation, or wrongful detention, 

determining legal responsibility becomes considerably more difficult. 

These concerns have led many scholars to advocate for the principle of 

meaningful human control. According to this approach, algorithmic systems 

should function as advisory tools rather than autonomous decision-makers, 

ensuring that human actors retain ultimate responsibility for legal judgments 

and their consequences. 

The increasing integration of AI into criminal justice systems raises 

significant human rights concerns. International human rights instruments, 

including the International Covenant on Civil and Political Rights (ICCPR), 

establish fundamental guarantees relating to fair trial rights, due process, 

privacy, and equality before the law. The deployment of algorithmic 

technologies must therefore be evaluated against these normative standards. 

The right to a fair trial requires that individuals understand and 

challenge the evidence and reasoning underlying decisions that affect their 

liberty or legal status. Algorithmic opacity may undermine this right by 

preventing meaningful scrutiny of automated assessments and 

recommendations. Similarly, the presumption of innocence may be 

compromised if predictive systems influence legal actors to treat individuals 

as future risks rather than rights-bearing persons. 

Equality before the law represents another critical concern. Algorithmic 

systems that generate disparate impacts across racial, ethnic, or 

 
37  Citron, Danielle Keats. 2008. “Technological Due Process.” Washington University Law 

Review 85 (6): 1249–1313. 
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socioeconomic groups may violate principles of non-discrimination 

protected under both constitutional and international human rights 

frameworks. The European Commission's proposed regulatory framework 

for artificial intelligence and the Council of Europe's work on AI and human 

rights reflect growing international recognition of these challenges. 

Furthermore, procedural due process requires that governmental 

decisions affecting fundamental rights remain transparent, reviewable, and 

subject to accountability mechanisms. As Hildebrandt argues, the legitimacy 

of legal systems depends not merely upon accurate outcomes but upon 

procedures that respect human agency, legal certainty, and democratic 

accountability. Consequently, the use of AI within criminal justice 

institutions must remain subordinate to legal principles rather than replacing 

them. 

The debate surrounding algorithmic justice ultimately reflects a broader 

tension between technological efficiency and constitutional governance. 

While artificial intelligence may enhance institutional performance and 

support evidence-based decision-making, it also possesses the capacity to 

undermine transparency, accountability, and equality if implemented 

without adequate safeguards. Therefore, the challenge confronting 

contemporary criminal justice systems is not whether artificial intelligence 

should be utilized, but how its deployment can be governed in a manner 

consistent with the rule of law, human rights, and democratic legitimacy. 

Such an approach requires robust regulatory frameworks, transparency 

obligations, independent oversight mechanisms, and the preservation of 

meaningful human control over decisions affecting fundamental rights and 

liberties. 

 

COMPARATIVE PERSPECTIVES FROM DEVELOPING COUNTRIES 

 

The global expansion of digital justice initiatives has generated a substantial 

body of comparative experience that provides valuable insights into the 

opportunities and challenges associated with criminal justice digitalization. 

Although digital transformation is frequently discussed as a universal 
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phenomenon, comparative scholarship demonstrates that its implementation 

and outcomes vary considerably across jurisdictions. Differences in 

institutional capacity, legal traditions, technological infrastructure, 

governance quality, and socioeconomic conditions significantly influence the 

effectiveness of digital justice reforms. 

Comparative governance scholars such as Pollitt and Bouckaert (2017)38 

argue that public sector innovations cannot be understood independently of 

their institutional environments. Similarly, legal transplant theory developed 

by Watson (1974)39 and subsequently refined by Legrand (1997) suggests that 

legal and institutional reforms often encounter difficulties when transferred 

across different social and political contexts. Consequently, the experiences 

of developing countries provide important lessons regarding both the 

possibilities and limitations of digital transformation within criminal justice 

systems. 

Across Asia, Africa, and Latin America, governments have increasingly 

adopted digital technologies to address common challenges, including case 

backlogs, limited access to justice, institutional inefficiencies, and resource 

constraints. At the same time, these jurisdictions have encountered persistent 

difficulties relating to digital inequality, infrastructural limitations, legal 

adaptation, and institutional capacity. The comparative experiences of these 

regions therefore offer important insights for understanding Indonesia's 

ongoing digital justice transformation. 

Asia has emerged as one of the most dynamic regions in the 

development of digital justice systems. Governments across the region have 

increasingly embraced digital technologies as part of broader e-government 

and judicial modernization strategies. However, the diversity of political 

systems, legal traditions, and developmental conditions has produced 

varying models of digital justice governance. 

Singapore is frequently cited as one of the most advanced examples of 

 
38  Pollitt, Christopher, and Geert Bouckaert. 2017. Public Management Reform: A 

Comparative Analysis. 4th ed. Oxford: Oxford University Press. 
39  Watson, Alan. 1974. Legal Transplants: An Approach to Comparative Law. Edinburgh: 

Scottish Academic Press. 

https://journal.criminallawinstitute.org/JDCCJ


 
 
 

Ahmadi & Nuraisyah / Digital Transformation of Criminal Justice   36 
 

Available online at https://journal.criminallawinstitute.org/JDCCJ  

judicial digitalization in the developing world. Through the implementation 

of integrated electronic litigation systems, digital case management 

platforms, and sophisticated e-government infrastructures, Singapore has 

significantly enhanced judicial efficiency and administrative coordination. 

Scholars often attribute this success to strong state capacity, centralized 

governance structures, and sustained investments in digital infrastructure. 

From a Digital Era Governance perspective, Singapore illustrates how 

integrated technological systems can support comprehensive public sector 

transformation. 

India offers a different but equally instructive example. The e-Courts 

Project, launched under the National e-Governance Plan, sought to improve 

judicial accessibility through electronic filing, virtual hearings, and online 

case-tracking systems. Given India's vast population and geographical 

diversity, digitalization was viewed as a mechanism for reducing barriers to 

justice and addressing chronic case backlogs. However, scholars note that 

implementation has been uneven, reflecting disparities in technological 

infrastructure, judicial resources, and digital literacy across states. The Indian 

experience demonstrates that technological innovation alone cannot 

overcome structural inequalities within justice systems. 

China has pursued an even more ambitious model through the 

development of "smart courts" that incorporate artificial intelligence, big data 

analytics, and online dispute resolution mechanisms. While proponents 

highlight gains in efficiency and accessibility, critics have raised concerns 

regarding transparency, algorithmic governance, judicial independence, and 

state surveillance. China's experience therefore illustrates the complex 

relationship between technological innovation and constitutional safeguards 

within digital justice systems. 

Across Asia, a recurring theme emerges: successful digital justice reform 

depends not only upon technological deployment but also upon institutional 

capacity, regulatory adaptation, and public trust. Countries that have 

achieved relatively successful outcomes generally combine technological 

innovation with sustained investments in governance reform, legal 

modernization, and human-resource development. 
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African countries provide particularly important insights into the 

relationship between digital justice and access to justice. In many 

jurisdictions, judicial institutions face significant challenges arising from 

limited financial resources, infrastructural deficiencies, geographical 

barriers, and shortages of legal personnel. Consequently, digital technologies 

have often been adopted as instruments for expanding access to legal services 

rather than merely enhancing administrative efficiency. 

Kenya has emerged as a notable example of digital judicial innovation. 

The Kenyan judiciary accelerated the adoption of virtual court proceedings, 

electronic filing systems, and online case management platforms during the 

COVID-19 pandemic. These reforms enabled courts to continue functioning 

despite significant public health restrictions while simultaneously expanding 

access for litigants located in remote areas. Scholars have identified Kenya as 

an important illustration of how digital technologies can enhance judicial 

resilience under conditions of institutional constraint. 

Similarly, Rwanda's broader digital governance strategy has 

incorporated judicial modernization initiatives designed to improve service 

delivery and administrative transparency. The country's investments in 

information and communication technologies have been widely cited as 

evidence that developing countries can successfully implement digital 

governance reforms when supported by strong political commitment and 

coordinated institutional strategies. 

Nevertheless, African experiences also highlight the limitations of digital 

transformation in contexts characterized by infrastructural deficits. Limited 

internet penetration, unreliable electricity supplies, and unequal access to 

technological resources continue to impede the effectiveness of digital justice 

initiatives in many jurisdictions. According to the World Bank and the United 

Nations Development Programme, digital exclusion remains a significant 

obstacle to the realization of equitable access to justice across large parts of 

the continent. From an access-to-justice perspective, these experiences 

demonstrate that technological innovation must be accompanied by broader 

investments in digital infrastructure and social inclusion. Otherwise, 

digitalization risks reinforcing existing inequalities rather than reducing 
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them. 

Latin America provides another valuable source of comparative 

experience, particularly regarding the integration of digital technologies into 

broader judicial modernization reforms. Many countries in the region have 

pursued digitalization as part of efforts to strengthen judicial transparency, 

improve institutional accountability, and address public concerns regarding 

inefficiency and corruption. 

Brazil represents one of the region's most significant examples of judicial 

digitalization. The development of electronic judicial systems, including the 

Processo Judicial Eletrônico (PJe), has enabled courts to manage cases 

electronically and reduce dependence on paper-based procedures. Given 

Brazil's large territorial size and substantial caseloads, digitalization has been 

viewed as an essential component of judicial modernization. 

Chile has similarly pursued digital justice reforms emphasizing 

transparency, administrative efficiency, and citizen access to legal 

information. Through the adoption of electronic filing systems and online 

judicial services, Chile has sought to strengthen public confidence in judicial 

institutions while improving procedural accessibility. 

Mexico's experience highlights the importance of integrating digital 

transformation within broader governance reforms. While technological 

innovations have improved judicial administration in certain jurisdictions, 

scholars note that institutional fragmentation and regional disparities 

continue to limit the effectiveness of digital justice initiatives. Consequently, 

digitalization has often produced uneven outcomes depending upon local 

governance capacity and resource availability. A common lesson emerging 

from Latin America concerns the importance of transparency and 

accountability. Digital platforms have frequently been utilized not only to 

improve efficiency but also to combat corruption and enhance public 

oversight of judicial processes. This reflects broader governance theories 

emphasizing the role of information technologies in strengthening 

democratic accountability and institutional legitimacy. 

The comparative experiences of Asia, Africa, and Latin America offer 

several important lessons for Indonesia's ongoing digital transformation of 
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criminal justice. First, successful digital justice reform depends 

fundamentally upon institutional readiness. Technological innovation 

cannot achieve its intended objectives if judicial institutions lack adequate 

organizational capacity, professional expertise, and governance structures. 

The experiences of Singapore and Rwanda suggest that strong institutional 

leadership and coherent implementation strategies are essential prerequisites 

for successful digital transformation. 

Second, comparative evidence highlights the importance of adaptive 

regulatory frameworks. As digital technologies increasingly influence 

criminal investigations, evidence management, judicial proceedings, and 

data governance, legal systems must continuously adapt to emerging 

technological realities. The experiences of India, Brazil, and the European-

influenced reforms adopted in several Latin American jurisdictions 

demonstrate that legal modernization must accompany technological 

innovation in order to preserve procedural fairness, legal certainty, and 

public legitimacy. 

Third, developing countries consistently demonstrate the importance of 

capacity-building initiatives. Digital justice requires not only technological 

infrastructure but also investments in human resources, professional 

training, digital literacy, and organizational learning. Institutional actors—

including judges, prosecutors, law enforcement personnel, lawyers, and 

court administrators—must possess the competencies necessary to operate 

effectively within technologically mediated environments. 

Fourth, comparative experiences underscore the importance of 

addressing digital inequality. Kenya, India, and numerous Latin American 

jurisdictions reveal that digital platforms can simultaneously enhance and 

restrict access to justice depending upon the distribution of technological 

resources within society. Consequently, Indonesia must ensure that digital 

justice reforms are accompanied by broader policies aimed at expanding 

internet access, reducing technological disparities, and promoting digital 

inclusion. 

Finally, comparative evidence demonstrates that digital justice should 

be understood as a governance project rather than merely a technological 
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project. Technology can improve efficiency, transparency, and accessibility, 

but its long-term effectiveness depends upon the existence of robust legal 

safeguards, accountable institutions, cybersecurity protections, and 

mechanisms capable of protecting fundamental rights. The experiences of 

developing countries therefore suggest that sustainable digital 

transformation requires balancing innovation with constitutional principles, 

human rights protections, and the rule of law. Taken together, these 

comparative experiences demonstrate that the challenges confronting 

Indonesia are neither unique nor unprecedented. Rather, they reflect broader 

dilemmas faced by developing countries seeking to modernize criminal 

justice institutions through digital technologies. By learning from 

international experiences, Indonesia can better design governance strategies 

that maximize the benefits of digital transformation while minimizing its 

legal, institutional, and social risks. 

 

TOWARD A RIGHTS-BASED DIGITAL JUSTICE FRAMEWORK 

 

The increasing integration of digital technologies into criminal justice 

systems has intensified scholarly and policy debates regarding the normative 

foundations that should govern such transformations. While earlier sections 

have demonstrated that digitalization offers significant opportunities for 

improving efficiency, transparency, and access to justice, they have also 

highlighted substantial risks related to inequality, privacy, cybersecurity, and 

algorithmic governance. These competing dynamics underscore the necessity 

of developing a rights-based digital justice framework that ensures 

technological innovation remains firmly anchored in constitutional 

principles, the rule of law, and international human rights standards. 

From a theoretical perspective, the rights-based approach aligns with the 

broader human rights-based governance paradigm advanced by scholars 

such as Sen (1999)40 and Nussbaum (2000)41, which emphasizes that 

 
40  Sen, Amartya. 1999. Development as Freedom. New York: Alfred A. Knopf. 
41  Nussbaum, Martha C. 2000. Women and Human Development: The Capabilities Approach. 

Cambridge: Cambridge University Press. https://doi.org/10.1017/CBO9780511841286 
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development and institutional reform must be evaluated in terms of their 

contribution to human dignity, equality, and substantive freedoms. Within 

the context of digital justice, this perspective requires that technological 

systems be designed not merely to enhance efficiency, but to safeguard 

procedural justice, accountability, and equal protection under the law. 

A rights-based digital justice framework must be grounded in a set of 

core normative principles that guide the design, implementation, and 

evaluation of digital justice systems. These principles function as 

constitutional anchors that ensure technological innovation does not 

undermine foundational legal values. 

The principle of legality requires that all digital justice initiatives be 

based on clear, accessible, and democratically enacted legal foundations. As 

emphasized in rule-of-law theory, particularly in the works of Fuller (1964)42 

and Raz (1979)43, legal certainty and predictability are essential conditions for 

legitimate governance. Accordingly, the deployment of digital technologies 

in criminal justice must be explicitly authorized by law, rather than 

developed solely through administrative discretion or technological 

experimentation. 

Accountability constitutes another fundamental principle, requiring that 

institutional actors remain legally responsible for decisions facilitated or 

influenced by digital systems. Drawing on principal-agent theory, 

accountability mechanisms must ensure that the delegation of tasks to 

technological systems does not dilute responsibility or create accountability 

gaps. Human decision-makers, particularly judges, prosecutors, and law 

enforcement officials, must retain ultimate responsibility for decisions 

affecting fundamental rights and liberties. 

Transparency is equally essential in ensuring the legitimacy of digital 

justice systems. According to Pasquale (2015)44, algorithmic and data-driven 

 
42  Fuller, Lon L. 1964. The Morality of Law. New Haven: Yale University Press. 
43  Raz, Joseph. 1979. The Authority of Law: Essays on Law and Morality. Oxford: Oxford 

University Press. 
44  Pasquale, Frank. 2015. The Black Box Society: The Secret Algorithms That Control Money 

and Information. Cambridge, MA: Harvard University Press. 
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systems often risk creating "black box" governance structures that obscure 

decision-making processes. A rights-based framework therefore requires that 

digital systems be explainable, auditable, and subject to meaningful oversight 

by both institutional authorities and the public. 

Fairness, understood as equal treatment under the law, requires that 

digital justice systems avoid discriminatory outcomes and ensure that 

technological tools do not reproduce structural inequalities. This principle is 

closely aligned with constitutional guarantees of equality before the law and 

non-discrimination under international human rights instruments, including 

the International Covenant on Civil and Political Rights (ICCPR). Finally, 

accessibility requires that digital justice systems remain inclusive and usable 

by all members of society. Drawing on access-to-justice scholarship, 

particularly Cappelletti and Garth (1978), accessibility must be understood 

not only in technological terms but also in socio-economic and cultural terms. 

Digital justice systems must therefore be designed to accommodate 

individuals with varying levels of digital literacy, financial resources, and 

geographical accessibility. 

The operationalization of a rights-based digital justice framework 

requires robust legal governance structures capable of regulating the 

development and deployment of digital technologies within criminal justice 

systems. Data protection frameworks constitute a foundational component 

of such governance. Criminal justice institutions process highly sensitive 

personal data, including biometric information, criminal records, 

investigative materials, and judicial decisions. Consequently, strong privacy 

safeguards and data governance standards are essential to prevent misuse, 

unauthorized access, and systemic surveillance. The European Union’s 

General Data Protection Regulation (GDPR) is often cited as a global 

benchmark in this regard, while Indonesia’s Law No. 27 of 2022 on Personal 

Data Protection represents an important domestic effort to establish 

comparable safeguards. However, scholars emphasize that effective data 

protection depends not only on legal provisions but also on institutional 
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enforcement capacity and compliance culture.45 

Cybersecurity regulation is another critical dimension of legal 

governance. As criminal justice systems become increasingly digitized, they 

also become more vulnerable to cyberattacks, ransomware incidents, and 

system breaches. From a governance perspective, cybersecurity must be 

understood as a core component of judicial integrity and state legitimacy. 

Legal frameworks should therefore establish minimum security standards, 

incident response protocols, and institutional responsibilities for protecting 

judicial information systems. 

Artificial intelligence governance standards represent an emerging area 

of regulatory concern. Scholars such as Hildebrandt (2020) and Yeung 

(2018)46 argue that algorithmic systems must be subject to ethical oversight 

and human-centered design principles to ensure that they remain compatible 

with constitutional values. Such standards typically include requirements for 

explainability, bias mitigation, human oversight, and proportionality. The 

Council of Europe and the European Commission’s AI regulatory initiatives 

reflect growing international consensus on the need for rights-based AI 

governance frameworks. 

Legal and regulatory frameworks alone are insufficient without 

corresponding investments in institutional capacity building. Digital justice 

systems require highly skilled professionals capable of operating, 

supervising, and critically evaluating technological tools within legal 

contexts. Judicial training is therefore essential to ensure that judges, 

prosecutors, and legal practitioners understand both the technical and 

normative dimensions of digital justice systems. Training programs should 

focus not only on operational competencies but also on ethical, constitutional, 

and human rights implications of digital technologies. 

Digital literacy programs constitute another key component of capacity 

building. Institutional actors must possess sufficient technological literacy to 

 
45  Nellis, Mike. 2017. “Setting the Parameters of ‘Digital (Criminal) Justice’ in Scotland.” 

Policing and Society 27 (3): 271–285. https://doi.org/10.1080/10439463.2017.1316821 
46  Yeung, Karen. 2018. “Algorithmic Regulation: A Critical Interrogation.” Regulation & 

Governance 12 (4): 505–523. https://doi.org/10.1111/rego.12158 
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effectively engage with digital platforms, interpret algorithmic outputs, and 

identify potential system errors or biases. Without such competencies, there 

is a risk that legal professionals may become overly dependent on 

technological systems without adequate critical oversight. In addition, the 

development of technology governance expertise within justice institutions 

is crucial. This includes the establishment of specialized units or advisory 

bodies capable of evaluating digital systems, assessing cybersecurity risks, 

and ensuring compliance with legal and ethical standards. Such institutional 

specialization reflects broader trends in regulatory governance, where 

complex technological environments require expert-driven oversight 

mechanisms. 

A rights-based approach to digital justice must ultimately be embedded 

within a long-term and sustainable reform strategy. Digital transformation 

should not be conceived as a short-term technological upgrade but rather as 

an ongoing process of institutional adaptation and governance refinement. 

Long-term reform planning is essential to ensure coherence, continuity, and 

strategic direction in digital justice development. Fragmented or ad hoc 

implementation may lead to inefficiencies, institutional inconsistencies, and 

interoperability challenges. Therefore, digital justice strategies should be 

integrated into broader national justice reform agendas and public sector 

modernization policies. 

Public-private collaboration also plays an important role in sustaining 

digital justice systems. Given the technical complexity of modern digital 

infrastructures, governments often rely on private sector expertise in 

software development, cloud computing, cybersecurity, and data analytics. 

However, as scholars such as Yeung (2018)47 caution, such collaborations 

must be carefully regulated to prevent excessive dependence on private 

actors and to ensure that public values remain central in system design and 

governance. 

Continuous evaluation mechanisms are equally important for ensuring 

that digital justice systems remain effective, equitable, and rights-compliant 
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over time. Regular monitoring, impact assessments, and independent audits 

can help identify unintended consequences, technical failures, or rights 

violations. Such mechanisms are consistent with adaptive governance theory, 

which emphasizes the importance of learning-oriented institutional design in 

complex policy environments. Taken together, these elements demonstrate 

that a rights-based digital justice framework is not merely a normative ideal 

but a practical governance necessity. By embedding principles of legality, 

accountability, transparency, fairness, and accessibility into the design and 

operation of digital justice systems, states can ensure that technological 

innovation strengthens rather than undermines the rule of law, democratic 

legitimacy, and human rights protection in the criminal justice domain. 

 

CONCLUSION 

This study demonstrates that digital transformation has become a central 

driver of contemporary criminal justice reform, offering significant 

opportunities to enhance efficiency, transparency, and accessibility within 

justice systems. However, the analysis also shows that these benefits are not 

automatic or uniformly distributed, particularly in developing countries 

where structural limitations, infrastructural disparities, and governance 

constraints remain persistent. The Indonesian experience illustrates this 

duality: while important progress has been achieved in digitalizing court 

administration and criminal justice processes, implementation remains 

uneven across regions and institutions. At the same time, emerging risks—

particularly those related to privacy protection, cybersecurity vulnerabilities, 

algorithmic bias, and digital inequality—underscore the necessity of stronger 

and more coherent regulatory responses grounded in the rule of law and 

human rights principles. 

From a legal and policy perspective, the findings suggest that digital 

justice reform cannot be reduced to a purely technological modernization 

agenda. Rather, it must be understood as a governance transformation that 

requires robust legal frameworks, institutional capacity, and sustained policy 

coordination. Accordingly, technological innovation should be accompanied 
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by regulatory strengthening, particularly in relation to data protection, AI 

governance, and procedural safeguards to ensure fairness and accountability. 

Future reform efforts should prioritize the development of inclusive and 

rights-based digital justice systems through improved regulatory design, 

enhanced institutional infrastructure, expanded judicial capacity-building 

programs, and strengthened cybersecurity mechanisms. In addition, 

continuous monitoring and evaluation mechanisms are necessary to ensure 

that digital transformation remains responsive to evolving legal, social, and 

technological challenges, while future research should further explore 

empirical impacts of digital courts, algorithmic decision-making in criminal 

justice, and comparative governance models in developing country contexts. 
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