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ABSTRACT

Online child sexual exploitation represents one of the most severe forms of cybercrime in
Indonesia, exacerbated by the increasing accessibility of digital communication platforms.
The transnational nature of such crimes poses significant challenges for law enforcement
agencies, particularly in identifying perpetrators, preserving digital evidence, and
coordinating cross-border investigations. This article analyzes the legal and institutional
challenges in addressing online child sexual exploitation in Indonesia, with emphasis on
international cooperation mechanisms. Using normative legal research and comparative
approaches, the study evaluates the effectiveness of existing legal frameworks, including
cybercrime legislation and child protection laws. The findings indicate that while
Indonesia has strengthened its legal provisions, enforcement remains constrained by
limited digital forensic capacity, jurisdictional barriers, and insufficient international
collaboration. The article argues that combating online child exploitation requires a
comprehensive approach that integrates domestic legal reform with enhanced global
cooperation. It proposes strengthening Mutual Legal Assistance frameworks, improving
coordination with international law enforcement agencies, and adopting advanced digital
monitoring technologies. The study concludes that effective protection of children in the
digital environment depends on both legal harmonization and transnational enforcement
strategies.
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INTRODUCTION

The rapid expansion of internet access and digital communication
technologies has fundamentally transformed social interaction, economic
activities, and information exchange across the globe. In Indonesia, the
increasing penetration of digital technologies has enabled children and
adolescents to participate actively in online environments through social
media platforms, instant messaging applications, online gaming
communities, and livestreaming services. While these technological
developments offer significant educational and social benefits, they also
expose children to a growing range of online risks, including online child
sexual exploitation (OCSE), which has emerged as one of the most serious
forms of cyber-enabled crime affecting children worldwide (UNICEF 2021;
ECPAT International 2022).

Online child sexual exploitation refers to various forms of sexual abuse
and exploitation facilitated through information and communication
technologies, including online grooming, live-streamed sexual abuse,
production and dissemination of child sexual abuse material (CSAM),
sextortion, and online trafficking of children for sexual purposes (INTERPOL
2023). Technological advancement has transformed traditional forms of child
exploitation into complex cyber-enabled crimes that transcend national
borders and involve sophisticated methods of communication, anonymity,
and financial transactions. Consequently, criminal actors increasingly exploit
digital platforms to target vulnerable children while avoiding detection by
law enforcement authorities (Europol 2023).

The consequences of OCSE extend far beyond immediate victimization.
Victims often experience severe psychological trauma, depression, anxiety
disorders, social isolation, and long-term emotional harm that may persist
throughout adulthood (UNODC 2022). Furthermore, online dissemination of
abusive content creates continuous victimization because digital materials
can be repeatedly shared and accessed indefinitely. Such conduct constitutes
a serious violation of children's fundamental rights as recognized under
international human rights law, particularly the principles embodied in the
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United Nations Convention on the Rights of the Child (CRC) (United Nations
1989).

The transnational nature of cyberspace has enabled the emergence of
organized criminal networks operating across multiple jurisdictions.
Offenders, victims, digital service providers, payment systems, and data
storage servers are frequently located in different countries, creating
substantial legal and operational challenges for law enforcement agencies
(Brenner 2010). These cross-border characteristics have made OCSE
investigations increasingly dependent upon international cooperation,
mutual legal assistance mechanisms, and digital evidence-sharing
arrangements among states (Broadhurst and Chang 2013).

Indonesia has become increasingly vulnerable to online child sexual
exploitation both as a source and target country. The country’s large
population of internet users, rapid digitalization, and widespread use of
social media platforms have created opportunities for offenders to exploit
children through online environments. Reports from international
organizations and Indonesian authorities indicate a significant increase in
cases involving online grooming, child sexual abuse materials, and
livestreamed exploitation of children in recent years (ECPAT International
2022; National Center for Missing and Exploited Children 2023). These
developments underscore the necessity of strengthening legal and
institutional responses to protect children in the digital environment.

Despite the existence of legal protections under Indonesian law, effective
enforcement against OCSE remains challenging. Online child sexual
exploitation frequently involves offenders residing abroad, victims located
within Indonesia, digital platforms headquartered in other jurisdictions, and
electronic evidence stored on foreign servers. Such circumstances create
substantial obstacles in identifying perpetrators, preserving digital evidence,
obtaining subscriber information, and securing admissible evidence for
criminal prosecution (Wall 2007; UNODC 2022).

Furthermore, existing legal frameworks often encounter implementation
difficulties due to jurisdictional conflicts, differences in national legal
systems, and limitations in international cooperation mechanisms. Requests
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for cross-border access to electronic evidence commonly require mutual legal
assistance procedures that may be time-consuming and insufficient for
addressing rapidly evolving cybercrime investigations (Council of Europe
2001). Consequently, there remains a pressing need for greater legal
harmonization, enhanced international cooperation, and improved
coordination among domestic and foreign enforcement agencies.

This study seeks to address four principal research questions. First, how
is online child sexual exploitation regulated under Indonesian law? Second,
what legal and institutional challenges arise in investigating and prosecuting
OCSE cases? Third, how do cross-border dimensions affect the effectiveness
of law enforcement efforts? Fourth, what legal and policy reforms are
necessary to strengthen child protection in the digital environment?
Correspondingly, this research aims to examine Indonesia’s legal framework
concerning OCSE, analyze cross-border enforcement challenges, evaluate
existing international = cooperation mechanisms, and formulate
recommendations for strengthening legal and institutional responses.

Theoretically, this research contributes to the growing body of
scholarship on cybercrime, child protection law, and transnational criminal
justice. It advances legal discourse concerning technology-facilitated crimes
against children and examines the interaction between domestic legal systems
and international enforcement frameworks in cyberspace (Clough 2015).
Practically, the study provides guidance for policymakers, prosecutors,
investigators, judges, and child protection institutions in developing more
effective strategies to combat online child sexual exploitation and improve
cross-border enforcement cooperation.

Existing literature identifies online child sexual exploitation as a
multidimensional phenomenon encompassing legal, technological,
criminological, and human rights dimensions. Research on technology-
facilitated child abuse emphasizes how digital platforms enable offenders to
engage in grooming, coercion, and exploitation through increasingly
sophisticated methods (Whittle et al. 2013). Human rights scholarship further
highlights the obligation of states to protect children from all forms of sexual
exploitation under international legal instruments, particularly the CRC and
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its Optional Protocol on the Sale of Children, Child Prostitution, and Child
Pornography (United Nations 2000).

Studies on cybercrime and transnational criminality emphasize the
borderless nature of digital offenses and the resulting jurisdictional
complexities. Scholars have noted that traditional territorial approaches to
criminal jurisdiction often prove inadequate when addressing crimes
involving multiple jurisdictions and cloud-based evidence storage systems
(Brenner 2010; Wall 2007). Although substantial international scholarship
exists concerning cybercrime enforcement and child protection, limited
research specifically examines Indonesia’s legal responses to OCSE and the
practical challenges of cross-border enforcement. This gap justifies the
present study and highlights its relevance within contemporary legal
scholarship.

This study employs normative legal research focusing on the analysis of
legal norms, statutory regulations, judicial principles, and international legal
instruments governing online child sexual exploitation. The research utilizes
three primary approaches: a statutory approach to examine relevant
Indonesian legislation, a comparative approach to assess international legal
standards and foreign practices, and a human rights approach grounded in
child protection principles and international human rights law.

The primary legal materials consist of Indonesian legislation, including
Law No. 35 of 2014 concerning Child Protection, Law No. 1 of 2024 concerning
Electronic Information and Transactions, the Indonesian Criminal Code, and
relevant international child protection instruments. Secondary legal materials
include academic journal articles, books, government reports, and
publications issued by international organizations such as the United
Nations, INTERPOL, Europol, and ECPAT International. The collected
materials are analyzed through qualitative doctrinal analysis and
comparative legal assessment to evaluate the effectiveness of existing legal
frameworks and identify potential reforms for strengthening child protection
in the digital environment.
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UNDERSTANDING ONLINE CHILD SEXUAL EXPLOITATION

Online Child Sexual Exploitation (OCSE) constitutes a form of child abuse in
which information and communication technologies are utilized to facilitate,
enable, or amplify the sexual exploitation of children. International
organizations increasingly recognize OCSE as a technology-facilitated crime
that encompasses a broad spectrum of activities, including the creation and
dissemination of child sexual abuse material, online grooming, livestreamed
abuse, sexual extortion, and the recruitment of children for sexual
exploitation through digital platforms (UNODC 2021; INTERPOL 2023).
Unlike traditional forms of child sexual abuse, OCSE relies upon internet
connectivity, digital communication tools, and online platforms that permit
offenders to interact with children regardless of geographical distance.

The defining characteristic of OCSE is the integration of technological
infrastructure into the process of victimization. Digital technologies provide
offenders with unprecedented opportunities to identify, contact, manipulate,
and exploit children while maintaining varying degrees of anonymity. Social
media platforms, encrypted messaging applications, online gaming
environments, and livestreaming services have become common avenues
through which offenders initiate contact with potential victims (Europol
2023). Consequently, the internet functions not merely as a medium of
communication but as an enabling environment that facilitates the
commission of sexual offenses against children.

A further characteristic of OCSE is its transnational nature. Cyber-
enabled offenses frequently involve perpetrators, victims, internet service
providers, payment systems, and data storage facilities located in different
jurisdictions. Such cross-border dimensions complicate criminal
investigations, evidence gathering, and prosecution processes because
multiple legal systems may simultaneously possess jurisdictional interests
over the same conduct (Brenner 2010). The borderless structure of cyberspace
therefore creates significant challenges for law enforcement agencies seeking
to identify offenders and secure digital evidence.

Another distinguishing feature of OCSE is the existence of both purely
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online and hybrid forms of abuse. Purely online offenses may involve
grooming, sextortion, or the exchange of abusive material without any
physical meeting between offender and victim. Hybrid offenses, by contrast,
begin through online interactions but subsequently develop into offline
sexual abuse, trafficking, or exploitation. Research demonstrates that online
communication often serves as a precursor to physical victimization, thereby
blurring traditional distinctions between online and offline criminal conduct
(Whittle et al. 2013). Accordingly, contemporary legal frameworks
increasingly recognize OCSE as a continuum of exploitation rather than a
category of offenses confined exclusively to cyberspace.

One of the most prevalent forms of OCSE involves Child Sexual Abuse
Material (CSAM), a term increasingly preferred over the outdated expression
“child pornography” because it more accurately reflects the abusive and
exploitative nature of the content (ECPAT International 2020). CSAM refers
to any visual, audio, or digital representation depicting the sexual abuse or
exploitation of a child. International legal instruments and child protection
organizations emphasize that the terminology should focus on abuse rather
than pornography because children cannot legally consent to participation in
sexually explicit activities (International Centre for Missing & Exploited
Children 2018).

The production of CSAM constitutes the initial stage of exploitation and
involves the creation or recording of sexually abusive content involving
children. Such material may be generated through direct physical abuse,
coercion, manipulation, trafficking, or livestreamed exploitation. Advances in
smartphone technology, affordable internet access, and digital recording
devices have significantly lowered the barriers to producing abusive content.
In some cases, offenders manipulate children into self-generating sexually
explicit images through deception or coercion, thereby expanding the scope
of exploitation beyond traditional forms of abuse (UNICEF 2021).

The distribution and possession of CSAM represent additional
dimensions of the offense. Digital technologies enable rapid dissemination of
abusive content through peer-to-peer networks, cloud storage services,
encrypted communication platforms, and darknet marketplaces. Once
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distributed online, abusive material may persist indefinitely, resulting in
continuous victimization because survivors remain aware that images or
videos depicting their abuse may be repeatedly viewed and shared by
unknown individuals worldwide (Canadian Centre for Child Protection
2017). Consequently, legal systems increasingly criminalize not only the
production but also the distribution, acquisition, and possession of CSAM.

Another significant form of OCSE is online grooming, which refers to a
process whereby an offender establishes a relationship with a child for the
purpose of sexual exploitation. Grooming typically involves a gradual
strategy of trust-building, emotional manipulation, and psychological
conditioning designed to reduce a child's resistance to exploitation (Kloess,
Hamilton-Giachritsis, and Beech 2017). Offenders frequently present
themselves as peers, mentors, romantic partners, or trusted adults in order to
gain access to children and develop emotional dependency.

Research demonstrates that online groomers employ sophisticated
techniques, including flattery, gift-giving, emotional support, secrecy, and
isolation from trusted adults. Through repeated interactions, offenders seek
to normalize sexual conversations and progressively desensitize children to
inappropriate behavior (Winters, Kaylor, and Jeglic 2020). Social networking
platforms and online gaming communities have become particularly
attractive environments for grooming because they facilitate prolonged
communication and relationship-building between offenders and potential
victims.

Livestreamed child sexual exploitation represents another rapidly
growing form of OCSE. This offense involves the real-time transmission of
sexual abuse through digital platforms, often in exchange for financial
payments from remote viewers. Unlike traditional CSAM, livestreamed
abuse allows offenders to direct or influence abusive acts as they occur,
creating an interactive dimension that intensifies the exploitation of victims
(UNODC 2021). The increasing availability of livestreaming technologies and
digital payment systems has contributed to the expansion of this form of
abuse, particularly in regions where socioeconomic vulnerabilities may be
exploited by offenders.

Available online at https://journal.criminallawinstitute.org/)DCC)


https://journal.criminallawinstitute.org/JDCCJ

Utari, et.al / Online Child Sexual Exploitation in Indonesia and Cross-Border Enforcement Challenges = 155

Sextortion has also emerged as a major threat within the digital
environment. Sextortion refers to the use of threats, coercion, or blackmail to
obtain sexual images, sexual acts, or financial benefits from victims. In cases
involving children, offenders commonly acquire intimate images through
deception, grooming, hacking, or voluntary sharing and subsequently
threaten to distribute the material unless additional demands are satisfied
(Wolak, Finkelhor, and Walsh 2018). The psychological pressure associated
with sextortion frequently results in severe emotional distress, self-harm, and
social withdrawal among victims.

A further manifestation of OCSE involves the online recruitment of
children for sexual exploitation. Social media platforms, messaging
applications, and online communities provide offenders with efficient tools
for identifying vulnerable children and facilitating recruitment into
exploitative situations. Recruiters often target children experiencing
emotional difficulties, economic hardship, family instability, or social
isolation. Through promises of employment, romantic relationships, financial
support, or social opportunities, offenders manipulate children into
circumstances that ultimately lead to sexual exploitation or trafficking
(UNICEF Innocenti 2023).

The convergence of these various forms of exploitation illustrates the
evolving complexity of OCSE. In practice, offenders frequently employ
multiple methods simultaneously. A child may initially be groomed online,
persuaded to generate intimate images, subjected to sextortion, and
eventually exploited through livestreaming or trafficking networks. This
interconnected nature of abuse demonstrates the necessity of comprehensive
legal and policy responses capable of addressing the full spectrum of
technology-facilitated exploitation.

The consequences of online child sexual exploitation are profound and
multifaceted. Psychological trauma constitutes one of the most significant
harms experienced by victims. Numerous studies have identified elevated
rates of anxiety, depression, post-traumatic stress disorder (PTSD), self-harm,
suicidal ideation, and emotional dysregulation among children subjected to
online sexual exploitation (Gewirtz-Meydan et al. 2018). The digital nature of
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the abuse may intensify these effects because victims often experience a
persistent fear that abusive material remains accessible online.

In addition to psychological harm, victims frequently encounter
substantial social consequences. Exposure of intimate images, public
humiliation, stigmatization, and victim-blaming may damage relationships
with family members, peers, and educational institutions. Children subjected
to OCSE often experience social withdrawal, loss of trust in others, academic
difficulties, and reduced participation in community activities (Livingstone
and Stoilova 2021). These social impacts may continue long after the initial
abuse has ceased.

Perhaps the most distinctive characteristic of OCSE is the phenomenon
of long-term and repeated victimization. Unlike many traditional offenses,
digital content depicting abuse can be copied, stored, and redistributed
indefinitely. Survivors may therefore experience ongoing psychological
distress arising from uncertainty regarding who has viewed the material and
whether it continues to circulate online (Canadian Centre for Child Protection
2017). This enduring nature of harm has led scholars to characterize OCSE as
a form of perpetual victimization that extends beyond the original abusive
act. Accordingly, effective legal responses must prioritize not only the
prosecution of offenders but also the removal of abusive content, victim
support services, and long-term rehabilitation measures consistent with the
best interests of the child principle under international human rights law.

LEGAL FRAMEWORK GOVERNING ONLINE CHILD SEXUAL
EXPLOITATION IN INDONESIA

The legal framework governing online child sexual exploitation (OCSE) in
Indonesia is rooted in constitutional guarantees concerning human rights and
child protection. The 1945 Constitution of the Republic of Indonesia (Undang-
Undang Dasar Negara Republik Indonesia Tahun 1945) recognizes children
as rights-holders entitled to special protection from violence, discrimination,
and exploitation. Article 28B(2) explicitly provides that every child has the
right to survival, growth, development, and protection from violence and
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discrimination. This constitutional provision establishes the normative
foundation upon which statutory child protection laws and criminal
legislation are constructed.

From a human rights perspective, Indonesia’s obligations extend beyond
domestic constitutional commitments. As a State Party to the United Nations
Convention on the Rights of the Child (CRC), ratified through Presidential
Decree No. 36 of 1990, Indonesia is legally bound to adopt legislative,
administrative, and judicial measures to protect children from all forms of
sexual exploitation and abuse. Articles 19, 34, and 36 of the CRC require states
to prevent sexual exploitation, protect child victims, and provide effective
remedies. These obligations have become increasingly relevant in the digital
era, where technological developments create new avenues for child
victimization beyond traditional physical environments (Tobin 2019).

The constitutional protection of children must also be interpreted in
conjunction with Indonesia’s broader human rights framework, particularly
Law No. 39 of 1999 concerning Human Rights. The law recognizes children
as vulnerable rights-holders requiring enhanced protection due to their
physical, mental, and emotional immaturity. Consequently, state authorities
are not merely authorized but legally obligated to undertake proactive
measures against online exploitation. This reflects the modern human rights
principle that child protection requires positive state action rather than
passive non-interference (Kilkelly 2008).

A significant legal implication of these constitutional and human rights
foundations is the adoption of the “best interests of the child” principle as a
guiding norm in law enforcement and judicial decision-making. In OCSE
cases, this principle requires authorities to prioritize child welfare during
investigation, prosecution, evidence collection, and victim rehabilitation
processes. However, practical implementation remains challenging because
digital investigations frequently prioritize evidentiary considerations while
neglecting victim-centered approaches. This tension illustrates the continuing
gap between normative commitments and enforcement realities.

Indonesia’s principal statutory framework addressing child sexual
exploitation is Law No. 35 of 2014 amending Law No. 23 of 2002 concerning
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Child Protection. The legislation adopts a comprehensive approach by
criminalizing various forms of exploitation while simultaneously establishing
mechanisms for victim protection and rehabilitation. The law reflects
Indonesia’s commitment to harmonizing domestic legislation with
international child protection standards.

The Child Protection Law expressly prohibits economic exploitation,
sexual exploitation, trafficking, violence, and abuse against children. Articles
76D, 76E, and 76l criminalize sexual violence, coercion, and exploitation
involving children, while Articles 81 and 82 impose severe criminal penalties
upon perpetrators. Importantly, the law recognizes that exploitation may
occur through both conventional and technological means, thereby providing
a legal basis for prosecuting conduct facilitated through digital platforms.

Beyond criminalization, the legislation adopts a victim-centered
approach by emphasizing recovery and rehabilitation. Child victims are
entitled to medical treatment, psychosocial assistance, legal aid, social
reintegration, and confidentiality protections. Such measures are particularly
important in OCSE cases because digital victimization often generates
prolonged psychological harm due to the continued circulation of abusive
content online (ECPAT International 2022). Nevertheless, implementation
challenges remain substantial due to limited institutional capacity, uneven
availability of rehabilitation services, and disparities in child protection
resources across regions.

A critical assessment of the Child Protection Law reveals that although
the legislation provides broad protection against sexual exploitation, it was
not originally drafted with contemporary forms of cyber-enabled abuse in
mind. Consequently, certain emerging phenomena—including livestreamed
sexual exploitation, self-generated child sexual abuse material, and Al-
assisted exploitation—are not explicitly addressed. Law enforcement
authorities therefore frequently rely upon a combination of child protection
statutes, criminal law provisions, and cybercrime legislation to prosecute
offenders effectively.

Indonesia’s criminal law framework governing OCSE consists of both
general criminal law provisions and specialized statutes addressing sexual
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offenses against children. The enactment of Law No. 1 of 2023 concerning the
new Indonesian Criminal Code (Kitab Undang-Undang Hukum Pidana or
KUHP) introduced significant reforms to the regulation of sexual crimes. The
revised Criminal Code expands the legal recognition of sexual violence and
strengthens protections for vulnerable victims, including children.

Sexual offenses involving minors are generally subject to enhanced
penalties due to the inherent vulnerability of child victims and the unequal
power relationships that characterize such crimes. Indonesian criminal law
recognizes that children cannot provide legally valid consent to sexual
activities involving exploitation or abuse. This principle aligns with
international standards established under the CRC and related child
protection instruments.

However, the digital environment has challenged traditional criminal
law concepts that were historically designed to address physical conduct
occurring within territorial boundaries. Many OCSE offenses involve remote
communication, encrypted platforms, cloud storage services, and anonymous
identities. As a result, prosecutors often encounter difficulties in applying
conventional criminal law doctrines to technologically mediated forms of
abuse. Jurisdictional questions become particularly complex when offenders
are located abroad while victims remain within Indonesian territory.

Another challenge concerns evidentiary requirements. Traditional
criminal proceedings typically rely upon witness testimony and physical
evidence, whereas OCSE investigations depend heavily upon digital
evidence such as chat logs, metadata, IP addresses, cloud-based files, and
electronic communications. The increasing sophistication of offenders—
including the use of encryption technologies, anonymization tools, and
virtual private networks (VPNs) —further complicates efforts to identify and
prosecute perpetrators (Wall 2007). Consequently, criminal law enforcement
increasingly requires close integration with cybercrime investigation
capabilities.
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TABLE 1. Criminal Law Protection Against OCSE in Indonesia

Legal Instrument Scope of Protection Relevance to OCSE
Constitution (Art. g , Constitutional basis for
28B(2)) ( Child rights protection child protection

Child Protection Law | Sexual exploitation, Direct criminalization
No. 35/2014 abuse, trafficking of child exploitation
Criminal Code (Law Sexual offences and Prosecution of child
No. 1/2023) criminal liability sexual offences
Human Rights Law No. | Fundamental rights Human rights basis for
39/1999 protection victim protection

Electronic crimes and Cyber-enabled
ITE Law No. 1/2024 . . exploitation and online
digital evidence

offenses

Source: Various sources, edited and analyzed by Authors

In further context, the Electronic Information and Transactions Law (ITE
Law), most recently amended by Law No. 1 of 2024, constitutes one of the
most significant legal instruments for combating OCSE in Indonesia. The law
regulates electronic communications, digital transactions, electronic
evidence, and unlawful online conduct. While not specifically designed as a
child protection statute, its provisions have become essential in addressing
cyber-enabled forms of sexual exploitation.

One of the law’s primary functions is the criminalization of unlawful
electronic content. The dissemination, transmission, and accessibility of
electronic materials violating public morality —including child sexual abuse
material —may trigger criminal liability under the ITE framework. Such
provisions provide prosecutors with an additional legal basis for pursuing
offenders who distribute or facilitate access to exploitative content through
digital networks.

The ITE Law is particularly important because it formally recognizes
electronic information and electronic documents as admissible legal evidence.
Article 5 establishes that electronic evidence possesses evidentiary value
equivalent to conventional documentary evidence, subject to statutory
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requirements. This provision is critical for OCSE investigations, where digital
communications often constitute the primary evidence connecting offenders
to criminal conduct.

Despite these advantages, the ITE Law faces significant limitations in
addressing transnational cybercrime. Data relevant to investigations may be
stored on servers located outside Indonesian territory and controlled by
foreign technology companies. Accessing such information frequently
requires international cooperation mechanisms, including mutual legal
assistance treaties (MLATSs), diplomatic channels, or voluntary platform
cooperation. Delays associated with these procedures may undermine
investigations because digital evidence can be deleted, altered, or transferred
before authorities obtain access (UNODC 2023).

Moreover, the law does not comprehensively regulate platform
responsibilities concerning child protection. Compared with emerging
regulatory models in the European Union and other jurisdictions, Indonesian
legislation remains relatively limited in imposing proactive obligations upon
digital service providers to detect, report, and remove child sexual abuse
material. This regulatory gap may reduce the effectiveness of preventive
enforcement strategies.

The effectiveness of legal regulation ultimately depends upon
institutional capacity. Indonesia has developed a multi-agency framework
involving law enforcement bodies, child protection institutions, and
cybersecurity agencies. The primary investigative authority for OCSE cases is
the Indonesian National Police (POLRI), particularly the Cyber Crime
Directorate within the Criminal Investigation Agency (Bareskrim). These
units are responsible for investigating cyber-enabled offenses, collecting
digital evidence, and coordinating with international law enforcement
partners.

The Office of the Attorney General (Kejaksaan Republik Indonesia) plays
a critical role in prosecuting OCSE cases and ensuring that digital evidence
satisfies procedural requirements. Judicial institutions subsequently
determine criminal liability and impose sanctions while balancing
evidentiary concerns with victim protection considerations. Effective
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prosecution therefore requires close coordination among investigators,
prosecutors, digital forensic specialists, and child protection professionals.

Child protection institutions also play a crucial role within the
enforcement ecosystem. The Ministry of Women’s Empowerment and Child
Protection (KPPPA), the Indonesian Child Protection Commission (KPAI),
and local social service agencies provide victim assistance, rehabilitation
services, advocacy, and policy recommendations. Their involvement reflects
the recognition that OCSE should not be viewed solely as a criminal justice
issue but also as a child welfare and human rights concern.

Cybersecurity governance further involves the National Cyber and
Crypto Agency (Badan Siber dan Sandi Negara/BSSN), which supports
cybersecurity monitoring, incident response, and digital resilience efforts.
Although BSSN does not function as a criminal investigative body, its
expertise contributes to broader efforts aimed at preventing cyber-enabled
offenses and enhancing national cyber capabilities.

TABLE 2. Institutional Framework for Combating OCSE in Indonesia

Institution Primary Role Contribution to OCSE
Response
. . L Cybercrime
Indonesian National Investigation and law investieation and
Police (POLRI) enforcement 5 , e
offender identification
Attorney General’s Criminal brosecution Prosecution of OCSE
Office p " offenders
. e Determination of
Courts Judicial adjudication

criminal liability

Ministry of Women's

Empowerment and Victim support and

Child protection policy

Child Protection prevention programs
(KPPPA)

Ind ' hild

neonesian Chi . Oversight and Monitoring child rights
Protection Commission Advocac iolementation
(KPAI) Y P ©
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e g . Contribution to OCSE

Institution Primary Role
Response
National Cyber and Cybersecurity Cybersecurity support
Crypto Agency (BSSN) | governance and prevention
Mirustry ?f , _ Blocking harmful
Communication and Platform regulation
. . content and platform
Digital Affairs and content control L.
. coordination

(Komdigi)

Source: Various sources, edited and analyzed by Authors

Indonesia possesses a relatively comprehensive legal framework
addressing online child sexual exploitation. Constitutional guarantees, child
protection legislation, criminal law provisions, and cybercrime regulations
collectively provide a substantial normative basis for combating OCSE.
Nevertheless, the effectiveness of this framework remains constrained by
technological developments, institutional capacity limitations, cross-border
jurisdictional barriers, and the evolving nature of cyber-enabled exploitation.
Accordingly, future reforms should focus not only on strengthening
substantive criminal provisions but also on enhancing institutional
coordination, digital investigative capabilities, and international cooperation
mechanisms capable of addressing the transnational dimensions of online
child sexual exploitation.

DIGITAL EVIDENCE AND INVESTIGATIVE CHALLENGES

The investigation and prosecution of Online Child Sexual Exploitation
(OCSE) largely depend upon the collection, preservation, and analysis of
digital evidence. Unlike conventional sexual offenses that frequently rely on
physical evidence and eyewitness testimony, OCSE cases are predominantly
mediated through digital technologies, making electronic evidence the central
component of criminal investigations. Scholars have consistently emphasized
that digital evidence serves not merely as supplementary proof but often
constitutes the primary means through which investigators reconstruct
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offender behavior, establish criminal intent, identify victims, and
demonstrate the occurrence of exploitation (Casey 2011; Quick and Choo
2014). Consequently, the evidentiary dimension of OCSE investigations
presents unique legal and technical challenges that distinguish these cases
from traditional criminal proceedings.

Electronic communications constitute one of the most significant
categories of digital evidence in OCSE cases. Communication records may
include emails, instant messaging conversations, social media interactions,
discussion forum posts, voice messages, and communications conducted
through gaming platforms. Research has demonstrated that offender-victim
interactions frequently reveal patterns of grooming, coercion, manipulation,
and trust-building that are essential for establishing criminal liability (Kloess
et al. 2019). Chat logs often provide investigators with direct evidence
regarding the offender’s intent, methods of persuasion, and efforts to conceal
criminal conduct. As such, electronic communications frequently become a
critical evidentiary foundation in prosecutions involving online grooming,
sextortion, and child sexual abuse material (CSAM).

Beyond textual communications, multimedia files represent another
essential category of evidence. OCSE investigations routinely involve images,
videos, livestream recordings, screenshots, and audio files depicting
exploitative conduct. From an evidentiary perspective, multimedia files may
establish both the occurrence of abuse and the identities of perpetrators and
victims. However, scholars have noted that the increasing sophistication of
digital editing technologies has complicated the evidentiary assessment of
multimedia content (Horsman 2020). The emergence of manipulated digital
images, synthetic media, and artificial intelligence-generated content has
introduced additional challenges regarding authenticity and evidentiary
reliability, requiring investigators to adopt increasingly advanced forensic
verification methods.

Metadata has emerged as a particularly valuable yet often overlooked
source of evidentiary information. Metadata refers to data generated by
digital systems concerning the creation, modification, transmission, storage,
and access of electronic files. Such information may include timestamps,

Available online at https://journal.criminallawinstitute.org/)DCC)


https://journal.criminallawinstitute.org/JDCCJ

Utari, et.al / Online Child Sexual Exploitation in Indonesia and Cross-Border Enforcement Challenges = 165

geolocation coordinates, IP addresses, device identifiers, user account
information, and network activity records. According to Garfinkel (2013),
metadata frequently provides contextual information that enables
investigators to reconstruct events and establish evidentiary links between
suspects, devices, and criminal activities. In OCSE cases, metadata can assist
investigators in identifying the origin of abusive content, tracing distribution
networks, and establishing timelines that corroborate other forms of
evidence.

The evidentiary significance of metadata becomes particularly apparent
when offenders attempt to conceal their identities through anonymization
technologies. While perpetrators may delete communications or disguise
their online activities, residual metadata often remains embedded within
digital systems. Studies in digital forensics suggest that metadata analysis has
become increasingly important in cybercrime investigations because it
enables investigators to infer patterns of behavior even when primary content
has been altered or removed (Raghavan 2013). Consequently, contemporary
OCSE investigations frequently rely upon a combination of content-based
evidence and metadata analysis to establish comprehensive evidentiary
narratives.

Despite the evidentiary value of digital information, preserving such
evidence presents significant challenges. One of the most frequently
discussed issues in forensic literature is data volatility. Unlike physical
evidence, digital evidence is inherently dynamic and may be modified,
overwritten, corrupted, or deleted within seconds. Casey (2011) argues that
digital evidence possesses a fragile character because merely accessing a
device may alter system records and metadata. Consequently, investigators
must employ specialized procedures to ensure that evidence remains intact
throughout the investigative process.

The increasing use of cloud computing technologies has intensified
concerns regarding data volatility. Modern digital communications are often
distributed across multiple servers, jurisdictions, and service providers rather
than being stored exclusively on a single device. Quick and Choo (2018)
observe that cloud environments complicate evidence preservation because
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investigators may have limited control over remote storage infrastructures. In
OCSE cases, delays in obtaining legal authorization or platform cooperation
may result in the loss of crucial evidence before preservation measures can be
implemented.

Encryption technologies present another significant challenge. The
widespread adoption of end-to-end encryption by messaging applications
has substantially enhanced user privacy but simultaneously reduced law
enforcement access to potential evidence. Research published in Digital
Investigation indicates that encryption has become one of the most significant
barriers to contemporary cybercrime investigations because investigators
frequently encounter devices and communications that cannot be accessed
without encryption keys (Anglano 2014). In OCSE cases, encrypted
communications may contain critical evidence regarding grooming activities,
victim identification, or offender coordination, yet technical barriers may
prevent timely access.

The growing prevalence of privacy-enhancing technologies further
complicates evidence preservation efforts. Virtual private networks (VPNs),
anonymous browsers, encrypted storage systems, and disappearing-message
features are increasingly utilized by offenders seeking to evade detection.
While these technologies serve legitimate privacy functions, scholars have
noted that they may simultaneously obstruct criminal investigations
involving online exploitation (Leukfeldt et al. 2017). This tension reflects a
broader debate regarding the balance between digital privacy rights and law
enforcement access to evidence in child protection cases.

Another challenge arises from platform deletion and retention policies.
Social media companies, cloud service providers, and messaging platforms
maintain differing policies concerning data storage and deletion. Some
platforms automatically delete inactive accounts, temporary messages, or
stored communications after specific periods. Studies examining digital
investigations have demonstrated that evidentiary opportunities may be lost
when investigators fail to secure preservation orders before platform deletion
mechanisms are triggered (Marturana and Tacconi 2013). Consequently, the
effectiveness of OCSE investigations often depends upon rapid coordination
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between law enforcement agencies and technology companies.

The admissibility of digital evidence depends not only on its existence
but also on its authenticity and reliability. Courts generally require
prosecutors to establish that electronic evidence accurately represents the
information it purports to contain and has not been altered during collection,
preservation, or analysis. This requirement is particularly important in OCSE
cases because digital information can be easily duplicated, manipulated, or
tabricated.

One of the most fundamental legal safeguards for ensuring evidentiary
integrity is the chain of custody. The chain of custody refers to the
documented process through which evidence is collected, transferred, stored,
analyzed, and presented in court. According to Pollitt (2016), maintaining a
verifiable chain of custody is essential because it enables courts to assess
whether evidence has remained unaltered throughout the investigative
process. Any gaps or inconsistencies in documentation may undermine
evidentiary credibility and potentially result in exclusion from judicial
proceedings.

The importance of authentication has increased significantly with
advancements in digital manipulation technologies. Scholars have observed
that the emergence of sophisticated editing software, synthetic media, and
deepfake technologies has complicated traditional assumptions regarding the
reliability of digital content (Chesney and Citron 2019). In the context of OCSE
investigations, defense arguments may challenge the authenticity of images,
videos, or communications by alleging manipulation or fabrication.
Consequently, forensic examiners must increasingly rely upon technical
verification methods, including hash-value analysis, metadata examination,
and source verification procedures.

Reliability concerns also arise from the operation of digital systems
themselves. Errors in software, automated processing mechanisms, system
updates, and data synchronization processes may affect the integrity of stored
information. Research within digital forensic science has emphasized that
technological complexity introduces new evidentiary uncertainties that
courts must consider when evaluating digital evidence (Garfinkel 2010). As a
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result, prosecutors must often supplement electronic evidence with expert
testimony capable of explaining forensic methodologies and validating
investigative findings.

Although digital forensic science has become an indispensable
component of OCSE investigations, practical limitations continue to affect
investigative effectiveness. One of the most frequently identified challenges
is the shortage of resources available to forensic laboratories and law
enforcement agencies. The exponential growth of digital devices, online
platforms, and electronic communications has generated unprecedented
volumes of data requiring analysis. However, forensic capacities have often
failed to expand at a comparable rate, resulting in substantial case backlogs
and investigative delays (Scanlon and Kechadi 2014).

Resource constraints are particularly problematic in cases involving large
quantities of multimedia evidence. OCSE investigations frequently require
examiners to review thousands of images, videos, and communication
records across multiple devices. Such examinations are highly time-intensive
and may exceed the available capacity of forensic units. Research indicates
that increasing digital evidence workloads have become a global challenge
affecting both developed and developing jurisdictions (Gogolin 2010).

A related limitation concerns shortages of specialized technical expertise.
Digital forensic investigations require multidisciplinary competencies
encompassing computer science, cybersecurity, data analytics, legal
procedure, and evidentiary standards. However, numerous studies have
identified persistent shortages of qualified forensic personnel capable of
addressing increasingly sophisticated cyber-enabled crimes (Holt, Bossler,
and Seigfried-Spellar 2018). This problem is particularly acute in developing
countries where investments in forensic infrastructure and professional
training may remain limited.

The rapid pace of technological innovation further exacerbates these
difficulties. New communication platforms, encryption mechanisms, cloud
architectures, and artificial intelligence applications continuously alter the
digital landscape within which OCSE occurs. As Horsman (2022) observes,
forensic methodologies often struggle to keep pace with technological
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developments, creating situations in which investigative tools become
obsolete before legal and institutional frameworks can adapt. Consequently,
effective responses to OCSE require continuous investment in forensic
capacity, technical training, international cooperation, and technological
innovation.

Therefore, the evidentiary dimension of OCSE investigations illustrates
the intersection of law, technology, and forensic science. Electronic
communications, multimedia files, and metadata provide critical evidence for
establishing criminal liability, yet their evidentiary value depends upon
successful preservation, authentication, and forensic analysis. The challenges
posed by data volatility, encryption, deletion policies, evidentiary integrity
requirements, resource limitations, and technical expertise shortages
demonstrate that digital evidence remains both the greatest asset and one of
the most significant obstacles in combating online child sexual exploitation.
Accordingly, strengthening digital forensic capabilities and evidentiary
procedures has become an essential component of contemporary child
protection strategies in the digital era.

CROSS-BORDER DIMENSIONS OF ONLINE CHILD SEXUAL
EXPLOITATION

One of the most distinctive features of Online Child Sexual Exploitation
(OCSE) is its inherently transnational character. Unlike conventional crimes
that are generally confined within identifiable territorial boundaries, OCSE
occurs within a digital environment where geographical borders have limited
practical significance. The internet facilitates instantaneous communication
across jurisdictions, allowing offenders to interact with victims located
thousands of kilometers away without any physical movement. As Wall
(2007) argues, cyberspace has transformed the traditional relationship
between crime and territory by creating a virtual environment in which
criminal activities can be planned, executed, and concealed across multiple
jurisdictions simultaneously. Consequently, the transnational nature of OCSE
presents challenges that extend beyond the capacities of any single national
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legal system.

Global communication networks have substantially altered the
operational dynamics of child sexual exploitation. Digital platforms—
including social media applications, online gaming environments,
livestreaming services, and encrypted messaging systems—enable offenders
to identify and contact vulnerable children regardless of national boundaries.
Research has demonstrated that online offenders frequently exploit the
accessibility, anonymity, and scalability of internet-based communication
systems to establish relationships with victims in foreign jurisdictions
(Whittle et al. 2014). This ability to transcend territorial barriers significantly
expands the potential pool of victims while simultaneously complicating law
enforcement responses.

The distributed nature of digital infrastructure further contributes to the
transnational dimensions of OCSE. Contemporary internet architecture relies
upon interconnected networks of servers, cloud-computing systems, content
delivery networks, and telecommunications infrastructures dispersed across
multiple countries. As a result, a single exploitative act may involve data
transmission through numerous jurisdictions before reaching its intended
recipient. Brenner (2010) notes that cybercrime frequently occurs within
fragmented digital ecosystems where relevant evidence, communications,
and technological services are geographically dispersed. Consequently,
determining the location of criminal conduct becomes considerably more
difficult than in traditional criminal investigations.

A significant consequence of this distributed infrastructure is the
emergence of highly sophisticated international criminal networks engaged
in child sexual exploitation. Europol’s assessments of online child
exploitation have repeatedly emphasized that offenders increasingly operate
through transnational communities connected via darknet platforms,
encrypted communication channels, and peer-to-peer networks (Europol
2023). These networks facilitate the exchange of child sexual abuse material
(CSAM), technical knowledge, anonymization tools, and financial resources.
In many instances, criminal participants never meet physically, yet they
collectively engage in coordinated exploitation activities that span multiple
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jurisdictions.

The globalization of digital financial systems has further strengthened
transnational exploitation networks. Electronic payment platforms,
cryptocurrencies, and digital transfer systems allow offenders to finance
criminal activities and purchase exploitative services without relying upon
traditional banking mechanisms. Scholars have observed that these financial
innovations have enabled criminal actors to operate across borders with
increased efficiency while simultaneously reducing the visibility of illicit
transactions (Leukfeldt, Lavorgna, and Kleemans 2017). Accordingly, the
transnational nature of OCSE extends beyond communications technology
and encompasses the broader digital economy supporting online
exploitation.

The transnational structure of OCSE inevitably generates complex
jurisdictional challenges. Traditional criminal law is largely based upon the
principle of territoriality, whereby states exercise legal authority over conduct
occurring within their geographical boundaries. However, cyber-enabled
offenses frequently involve multiple jurisdictions simultaneously, making it
difficult to determine which state possesses primary authority to investigate,
prosecute, and adjudicate a particular case (Brenner and Koops 2004).

Multiple-state involvement is particularly common in OCSE
investigations. A perpetrator may reside in one country, communicate
through a platform headquartered in another jurisdiction, exploit a victim
located in a third state, and store illicit content on servers distributed across
several additional countries. Such scenarios create overlapping jurisdictional
claims and require authorities to coordinate investigative efforts across legal
systems. According to Broadhurst et al. (2014), cybercrime investigations
increasingly resemble multinational operations rather than conventional
domestic criminal proceedings due to the multiplicity of actors and
jurisdictions involved.

Conflicting legal systems further complicate enforcement -efforts.
Although there is broad international consensus regarding the
criminalization of child sexual exploitation, significant variations remain
concerning definitions of offenses, evidentiary standards, procedural
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requirements, and data access regulations. For example, conduct criminalized
in one jurisdiction may not be addressed with equivalent severity in another.
Ditferences in age-of-consent laws, privacy protections, intermediary liability
rules, and investigative powers may create obstacles to effective cooperation
(Clough 2015). Consequently, investigators frequently encounter legal
incompatibilities that delay or frustrate cross-border enforcement efforts.

The principle of territorial sovereignty remains a fundamental limitation
on national enforcement powers. Law enforcement agencies generally lack
authority to conduct searches, seize evidence, or compel disclosure of
information beyond their territorial jurisdiction without the consent of the
relevant foreign state. As a result, investigators seeking evidence stored
abroad must often rely upon formal international cooperation mechanisms,
such as Mutual Legal Assistance Treaties (MLATS), letters rogatory, or
diplomatic channels (Svantesson 2020). While these mechanisms are essential
for preserving state sovereignty, they are often criticized for being
insufficiently responsive to the speed and volatility of digital evidence.

Jurisdictional uncertainty may also create opportunities for offenders to
exploit legal gaps. Cybercriminals frequently employ strategies designed to
distribute activities across jurisdictions with differing legal standards or
enforcement capacities. Such practices, sometimes referred to as “jurisdiction
shopping,” allow offenders to reduce legal risks by exploiting inconsistencies
in national legal frameworks (Tsagourias and Buchan 2021). This
phenomenon underscores the need for greater international legal
harmonization in combating OCSE.

Effective investigation of OCSE depends heavily upon timely access to
digital evidence. However, obtaining electronic information across national
borders has become one of the most significant challenges confronting
contemporary law enforcement agencies. The majority of evidence relevant
to cybercrime investigations is held by private technology companies, cloud
service providers, and digital platforms operating across multiple
jurisdictions. Consequently, investigators frequently encounter difficulties
when attempting to access foreign-held evidence.

Foreign-held evidence has become a central issue in international
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cybercrime enforcement. Subscriber information, account records,
communication logs, uploaded content, and metadata relevant to OCSE
investigations are often controlled by service providers located outside the
jurisdiction where the crime is being investigated. Studies examining
cybercrime investigations have consistently identified delays in accessing
foreign-held data as a major obstacle to effective enforcement (Daskal 2015).
These delays are particularly problematic in OCSE cases because evidence
may be deleted, altered, or transferred before authorities obtain access.

Cloud-based storage systems have further complicated traditional
assumptions regarding data location. In cloud environments, information
may be fragmented across multiple servers located in different countries and
dynamically transferred between jurisdictions without the knowledge of
users or investigators. As Kuner (2015) observes, cloud computing challenges
conventional territorial approaches to jurisdiction because data no longer
possesses a fixed geographical location. This creates uncertainty regarding
which legal system governs access requests and which authorities possess
jurisdiction over stored information.

The increasing adoption of data localization laws by various states has
introduced additional complexities. Data localization policies require certain
categories of information to be stored within national territory or subject to
domestic regulatory control. While such measures are often justified on
grounds of sovereignty, privacy, or national security, scholars have argued
that they may inadvertently complicate cross-border criminal investigations
by restricting access to relevant evidence (Chander and Le 2015). In the
context of OCSE investigations, conflicting data localization requirements
may create legal barriers that delay evidence-sharing among jurisdictions.

A further challenge arises from the tension between privacy rights and
law enforcement access. Technology companies frequently operate under
legal obligations to protect user privacy and comply with data protection
regulations. Consequently, requests for user information may trigger
complex legal assessments concerning privacy rights, proportionality
requirements, and international human rights standards. Woods (2019)
argues that contemporary cybercrime investigations increasingly occur at the

Available online at https://journal.criminallawinstitute.org/)DCC)


https://journal.criminallawinstitute.org/JDCCJ

Utari, et.al / Online Child Sexual Exploitation in Indonesia and Cross-Border Enforcement Challenges = 174

intersection of criminal justice objectives and privacy governance
frameworks, requiring careful balancing between competing legal interests.

Digital platforms have become central actors in the prevention, detection,
and regulation of OCSE. Social media companies, messaging service
providers, cloud-storage operators, and online content platforms exercise
significant control over the digital environments in which exploitation occurs.
Consequently, platform governance has emerged as a critical component of
contemporary child protection strategies.

Social media companies play a particularly significant role because their
platforms facilitate communication, content sharing, and network formation
among billions of users. While these services provide valuable opportunities
for social interaction, they may also be exploited by offenders for grooming,
recruitment, and dissemination of abusive material. Research indicates that
offenders increasingly utilize mainstream social networking services to
identify and contact potential victims due to the large concentration of child
and adolescent users on such platforms (Webster et al. 2012). This reality has
generated growing pressure on technology companies to implement
proactive child protection measures.

Messaging services present additional governance challenges. The
widespread adoption of end-to-end encryption has substantially enhanced
user privacy but simultaneously reduced platform visibility into potentially
harmful communications. Scholars have observed that encrypted messaging
applications have become a focal point of policy debates concerning child
protection because they limit the ability of both platforms and law
enforcement agencies to detect exploitative content (Levy and Robinson
2020). The resulting tension between privacy protection and child safety
remains one of the most contested issues in contemporary internet
governance.

Cross-border content regulation represents another significant challenge.
Digital platforms operate globally, yet they remain subject to diverse national
legal frameworks governing harmful content, privacy, freedom of expression,
and intermediary liability. As a result, companies may face conflicting legal
obligations when responding to requests for content removal, account
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suspension, or disclosure of user information. Keller (2018) notes that
platform governance increasingly involves navigating overlapping and
sometimes contradictory regulatory expectations imposed by different states.

The challenge is further complicated by disparities in national
enforcement capacity. Large technology companies often possess advanced
content moderation systems, artificial intelligence detection tools, and
specialized child safety teams. However, the effectiveness of these
mechanisms frequently depends upon cooperation with national authorities
and international organizations. Where regulatory frameworks remain
fragmented or enforcement resources are limited, harmful content may
persist despite the existence of platform-level safeguards (Gillespie 2018).

Ultimately, platform governance has become a critical dimension of
OCSE prevention and enforcement. The global reach of digital platforms
places them at the center of efforts to detect abuse, remove exploitative
content, preserve evidence, and assist investigations. Nevertheless, tensions
between privacy, freedom of expression, commercial interests, and child
protection objectives continue to generate complex legal and regulatory
challenges. These challenges demonstrate that effective responses to OCSE
require not only robust national legislation but also sustained cooperation
among states, technology companies, international organizations, and civil
society actors operating within an increasingly interconnected digital
ecosystem.

INTERNATIONAL COOPERATION MECHANISMS

The transnational nature of Online Child Sexual Exploitation (OCSE) has
rendered international cooperation an indispensable component of
contemporary law enforcement strategies. Unlike conventional crimes that
are typically confined within national borders, OCSE frequently involves
perpetrators, victims, digital platforms, financial intermediaries, and data
storage infrastructures located across multiple jurisdictions. Consequently,
no single state possesses sufficient legal authority or operational capacity to
investigate and prosecute such offenses independently. Contemporary
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scholarship consistently emphasizes that effective responses to cyber-enabled
child exploitation require robust mechanisms for information sharing,
evidence collection, extradition, and coordinated enforcement among states
(Clough 2015; Brenner 2010). International cooperation has therefore evolved
from a supplementary enforcement tool into a fundamental prerequisite for
combating OCSE in the digital age.

Mutual Legal Assistance (MLA) constitutes the principal formal
mechanism through which states cooperate in obtaining evidence, executing
investigative measures, and facilitating criminal proceedings across
jurisdictions. MLA enables one state to request assistance from another state
in gathering evidence, identifying suspects, conducting searches, obtaining
witness testimony, freezing assets, or accessing electronic data relevant to
criminal investigations. In the context of OCSE, MLA has become particularly
important because crucial digital evidence is frequently stored outside the
jurisdiction where criminal proceedings are initiated.

The legal foundations of MLA are derived from bilateral treaties,
multilateral conventions, and domestic legislation implementing
international obligations. At the international level, instruments such as the
United Nations Convention against Transnational Organized Crime
(UNTOC) and the Budapest Convention on Cybercrime provide legal
frameworks facilitating cross-border cooperation in criminal investigations
(United Nations 2000; Council of Europe 2001). Although Indonesia is not a
party to the Budapest Convention, its domestic legal framework recognizes
international legal cooperation through Law No. 1 of 2006 concerning Mutual
Legal Assistance in Criminal Matters. This legislation establishes procedures
through which Indonesian authorities may request assistance from foreign
states or respond to requests originating abroad.

From a practical perspective, MLA serves as a critical mechanism for
obtaining electronic evidence held by foreign service providers. Subscriber
information, communication records, metadata, cloud-stored files, and
account activity logs frequently fall outside the territorial jurisdiction of
domestic investigators. As Daskal (2015) observes, the globalization of digital
services has transformed cross-border evidence gathering into one of the most
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significant challenges confronting criminal justice systems. Consequently,
MLA procedures increasingly function as the primary legal pathway through
which states access foreign-held digital evidence in OCSE investigations.

Despite its legal importance, MLA has been widely criticized for its
limited effectiveness in addressing contemporary cybercrime. One of the
most persistent challenges concerns procedural delays. Traditional MLA
processes were designed for conventional criminal investigations involving
physical evidence and relatively stable factual circumstances. In contrast,
digital evidence is highly volatile and may be deleted, modified, or
transferred within short periods. Research has consistently demonstrated that
MLA requests may require months or even years to complete, creating
significant obstacles in time-sensitive investigations involving online child
exploitation (Kerr 2013).

The problem of delay is particularly acute in OCSE cases because
offenders often employ encrypted communications, temporary messaging
services, and cloud-based storage systems. Delays in securing evidence may
result in the permanent loss of critical information. Brenner (2010) argues that
the speed of cybercrime fundamentally conflicts with the procedural tempo
of traditional international legal cooperation mechanisms. This mismatch has
prompted growing calls for the modernization of MLA frameworks to better
accommodate the realities of digital investigations.

Bureaucratic complexity represents an additional challenge. MLA
requests generally require compliance with detailed procedural
requirements, including formal documentation, translation of materials,
verification of legal grounds, and diplomatic transmission through
designated central authorities. Differences in legal terminology, evidentiary
standards, and procedural rules may further complicate the process. Scholars
have noted that these administrative burdens can significantly reduce the
efficiency of international cooperation, particularly when multiple
jurisdictions are involved simultaneously (Swire and Hemmings 2015).
Consequently, although MLA remains a cornerstone of international criminal
cooperation, its effectiveness in combating rapidly evolving forms of OCSE
remains subject to substantial limitations.

Available online at https://journal.criminallawinstitute.org/)DCC)


https://journal.criminallawinstitute.org/JDCCJ

Utari, et.al / Online Child Sexual Exploitation in Indonesia and Cross-Border Enforcement Challenges = 178

TABLE 3. Advantages and Limitations of MLA in OCSE Investigations
Aspect Advantages Limitations

Formal and legally Dependent on treaty
recognized mechanism | relationships

Legal Authority

. ) Enables access to Often slow and
Evidence Collection ) . . .
foreign-held evidence | resource-intensive

. Procedural complexit
Produces evidence P y

Judicial Reliability dmissible in court may d.ela}f
investigations
International Strengthens Limited responsiveness
Cooperation intergovernmental to urgent cybercrime
collaboration cases

Facilitates transnational | Risk of evidence loss
investigations due to delays
Source: Various sources, edited and analyzed by Authors

Child Protection Cases

Furthermore, extradition constitutes another important mechanism
supporting the prosecution of transnational OCSE offenses. Extradition refers
to the formal process through which one state surrenders an individual
accused or convicted of a criminal offense to another state for prosecution or
punishment. Given the transnational character of online exploitation,
perpetrators frequently reside outside the jurisdiction where victims are
located. As a result, extradition becomes necessary when suspects cannot be
prosecuted effectively within the territory where they are physically present.

The legal basis for extradition generally derives from bilateral treaties,
regional agreements, or domestic legislation. Most extradition arrangements
require the fulfillment of the principle of dual criminality, whereby the
alleged conduct must constitute a criminal offense in both the requesting and
requested states. In the context of OCSE, this requirement is often satisfied
because child sexual exploitation is widely criminalized under international
and domestic legal frameworks. However, differences in offense definitions,
sentencing thresholds, and evidentiary requirements may nonetheless create
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obstacles to extradition proceedings (Bassiouni 2014).

Jurisdictional requirements further complicate extradition processes.
States frequently assert competing jurisdictional claims based upon
territoriality, nationality, passive personality, or protective principles. In
some cases, the requested state may refuse extradition because it prefers to
prosecute the offender domestically. Other states maintain constitutional
restrictions on extraditing their own nationals, thereby limiting the
availability of this mechanism. Such legal variations can delay or prevent the
transfer of suspects involved in transnational OCSE networks.

Enforcement limitations also arise from broader human rights
considerations. Extradition requests may be denied if there are concerns
regarding fair trial guarantees, prison conditions, due process protections, or
potential violations of fundamental rights. While such safeguards are
essential within international law, they may create practical challenges when
seeking the surrender of suspects involved in cyber-enabled child
exploitation offenses (Gilbert 2012). Consequently, extradition remains a
valuable but imperfect instrument for addressing the transnational
dimensions of OCSE.

Recognizing the limitations of formal legal mechanisms, law
enforcement agencies increasingly rely upon international police cooperation
to facilitate rapid responses to transnational cybercrime. International police
cooperation encompasses intelligence sharing, operational coordination,
information exchange, capacity building, and collaborative investigations
among law enforcement authorities operating across jurisdictions. In many
cases, such cooperation complements rather than replaces formal MLA and
extradition procedures.

Intelligence sharing represents one of the most important dimensions of
international police cooperation. Information concerning offender identities,
criminal networks, online platforms, financial transactions, and emerging
threats can be exchanged through established law enforcement channels
before formal legal processes are initiated. Research has demonstrated that
intelligence-led policing approaches are particularly valuable in cybercrime
investigations because they enable authorities to identify patterns of criminal
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activity and respond proactively to emerging threats (Broadhurst et al. 2018).

Joint investigations have become increasingly common in OCSE
enforcement. These operations involve collaborative investigative teams
composed of law enforcement personnel from multiple jurisdictions working
toward shared investigative objectives. Joint investigations facilitate real-time
information exchange, coordinated evidence collection, and synchronized
enforcement actions. Europol and INTERPOL have repeatedly emphasized
the effectiveness of multinational operations targeting child exploitation
networks, particularly where criminal activities span numerous countries
simultaneously (Europol 2023; INTERPOL 2023).

Operational coordination further enhances enforcement effectiveness by
enabling simultaneous arrests, synchronized searches, coordinated victim
identification efforts, and collective disruption of criminal infrastructures.
Such coordination is particularly important in OCSE cases because offenders
frequently operate within decentralized networks that may rapidly adapt
when enforcement actions become visible. Consequently, international police
cooperation has emerged as a practical mechanism capable of overcoming
some of the procedural limitations associated with traditional legal
cooperation frameworks.

TABLE 4. Forms of International Police Cooperation in OCSE Cases

. . . Contribution to OCSE
Mechanism Primary Function . ..
Investigations
Exchange of e
, , , g, Identification of
Intelligence Sharing information and threat
suspects and networks
assessments
: . Collaborative Coordinated evidence
Joint Investigations , . ,
investigative teams gathering
Operational Simultaneous Disruption of
Coordination enforcement activities | transnational networks
Victim Identification Cross-border victim Protection and recovery
Programs rescue efforts of children
Digital Forensic Technical assistance Analysis of electronic
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. . . Contribution to OCSE
Mechanism Primary Function . L.
Investigations
Cooperation and expertise evidence

Source: Various sources, edited and analyzed by Authors

International organizations play an increasingly significant role in
strengthening global responses to OCSE. Because cyber-enabled child
exploitation transcends national boundaries, international institutions
provide essential platforms for cooperation, coordination, standard-setting,
and capacity development. Their involvement reflects the growing
recognition that child protection in the digital environment constitutes a
shared global responsibility rather than a purely domestic concern.

Child protection initiatives led by international organizations have
focused on prevention, victim support, legal reform, and awareness raising.
Organizations such as UNICEF, ECPAT International, and WeProtect Global
Alliance have developed comprehensive frameworks addressing online child
safety, digital literacy, and victim-centered protection strategies. These
initiatives emphasize the importance of integrating child rights principles
into cybercrime policies and technological governance structures (WeProtect
Global Alliance 2023).

International organizations also contribute significantly to global
cybercrime cooperation. INTERPOL facilitates intelligence sharing,
operational support, offender identification, and victim rescue efforts
through specialized child exploitation programs. Europol supports member
states through threat assessments, analytical support, digital forensic
expertise, and coordinated investigations targeting online exploitation
networks. Research indicates that these institutions play a critical role in
overcoming information-sharing barriers that might otherwise impede cross-
border investigations (Carrapico and Farrand 2017).

Capacity-building programs represent another important area of
international engagement. Developing countries often face challenges related
to limited technical expertise, insufficient forensic resources, and inadequate
institutional capacity. International organizations address these gaps through
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specialized training programs, technical assistance initiatives, legal reform
support, and knowledge-sharing platforms. UNODC, INTERPOL, and
regional organizations have implemented numerous projects aimed at
strengthening national capacities to investigate and prosecute cyber-enabled
child exploitation offenses (UNODC 2022).

From a broader perspective, international organizations contribute to the
harmonization of legal standards and enforcement practices. By promoting
common definitions, best practices, and operational guidelines, these
institutions help reduce legal fragmentation and facilitate more effective
international cooperation. Nevertheless, significant challenges remain,
including disparities in national capacities, differing legal traditions, and
uneven levels of political commitment. Therefore, while international
organizations have become indispensable actors in the global response to
OCSE, their effectiveness ultimately depends upon sustained cooperation
and implementation by national governments.

Overall, international cooperation mechanisms constitute a central pillar
of contemporary efforts to combat online child sexual exploitation. MLA,
extradition, international police cooperation, and the activities of
international organizations collectively provide the legal and operational
foundations necessary for addressing the transnational dimensions of cyber-
enabled child exploitation. However, the effectiveness of these mechanisms
continues to be constrained by procedural delays, jurisdictional conflicts,
technological developments, and institutional disparities. As OCSE becomes
increasingly globalized and technologically sophisticated, strengthening
international cooperation frameworks will remain a critical priority for both
child protection and cybercrime governance.

COMPARATIVE ANALYSIS OF INTERNATIONAL RESPONSES

The transnational and technology-driven nature of Online Child Sexual
Exploitation (OCSE) has prompted numerous jurisdictions to develop
specialized legal, institutional, and operational responses. While the
fundamental objective of protecting children from online sexual exploitation
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is shared globally, states have adopted different enforcement models
reflecting their legal traditions, institutional capacities, and technological
infrastructures. Comparative legal analysis is particularly valuable because it
allows policymakers to identify best practices, evaluate successful
enforcement mechanisms, and assess their potential applicability within
domestic legal systems. For Indonesia, examining international responses
provides important insights into how legal frameworks, specialized
institutions, and technological capabilities can be strengthened to address
increasingly sophisticated forms of online exploitation.

A comparative assessment of Australia, the United Kingdom, Singapore,
and the United States reveals several common trends. First, successful
jurisdictions have established specialized institutions dedicated to combating
child exploitation. Second, they increasingly rely upon intelligence-driven
and technology-assisted investigations. Third, effective responses are
characterized by close cooperation among law enforcement agencies, child
protection institutions, technology companies, and international partners.
Finally, these jurisdictions emphasize rapid intervention mechanisms
designed to prevent ongoing victimization and preserve digital evidence
before it is lost or destroyed.

Australia

Australia is widely regarded as one of the leading jurisdictions in combating
online child sexual exploitation due to its highly specialized enforcement
structure and proactive digital monitoring strategies. The Australian Federal
Police (AFP) established the Australian Centre to Counter Child Exploitation
(ACCCE), a national coordination center responsible for investigating online
child exploitation, facilitating intelligence sharing, supporting victim
identification, and coordinating responses among federal, state, and
international agencies (Brown and Napier 2022).

A notable feature of the Australian model is its emphasis on multi-sector
collaboration. The ACCCE integrates law enforcement, child protection
agencies, academic institutions, and private-sector partners within a unified
operational framework. This approach reflects contemporary scholarship
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suggesting that child exploitation cannot be addressed solely through
criminal law enforcement but requires coordinated intervention across
multiple sectors (Steel 2019). The Australian model therefore prioritizes both
offender disruption and victim protection.

Australia also employs advanced digital monitoring and intelligence-led
policing strategies. Investigators utilize automated detection systems, digital
forensic analytics, online undercover operations, and behavioral intelligence
tools to identify emerging threats and monitor criminal networks. Research
indicates that intelligence-driven investigations have significantly enhanced
Australia's capacity to identify offenders before exploitation escalates into
physical victimization (Krone 2017). Such proactive capabilities represent a
shift from reactive law enforcement toward preventative cybercrime
governance.

United Kingdom

The United Kingdom has developed one of the most comprehensive multi-
agency child protection frameworks in the world. Central to this framework
is the National Crime Agency's Child Exploitation and Online Protection
Command (CEOP), which combines criminal investigation, intelligence
gathering, victim safeguarding, public awareness campaigns, and
international cooperation functions within a single institution (Jewkes and
Yar 2019).

Unlike traditional enforcement models that focus primarily on
prosecution, the UK approach emphasizes safeguarding and early
intervention. The concept of child protection is embedded throughout the
enforcement process, ensuring that victim welfare remains a central
consideration during investigations. This reflects broader developments
within child rights jurisprudence emphasizing the best interests of the child
as a guiding principle in all actions affecting children (Tobin 2019).

The United Kingdom has also emerged as a global leader in online safety
regulation. The enactment of the Online Safety Act 2023 introduced extensive
obligations for digital platforms to identify, remove, and prevent harmful
content affecting children. Technology companies are expected to implement
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risk assessment procedures, content moderation mechanisms, and child
safety measures designed to reduce exposure to online exploitation. This
regulatory approach demonstrates a shift from purely state-centered
enforcement toward shared responsibility between governments and private-
sector actors.

The UK experience illustrates the importance of integrating legal
regulation, institutional coordination, public education, and platform
accountability within a single child protection strategy. Rather than treating
online exploitation solely as a criminal justice issue, the UK model recognizes
the broader social and technological ecosystem within which exploitation
occurs.

Singapore

Singapore's response to cyber-enabled crime is characterized by strong
institutional coordination and centralized governance structures. Although
Singapore faces fewer OCSE cases than larger jurisdictions, it has developed
an integrated cybercrime enforcement model emphasizing rapid response,
technological competence, and inter-agency cooperation (Chang and
Grabosky 2020).

The Singapore Police Force operates specialized cybercrime units
supported by advanced digital forensic capabilities and close cooperation
with the Cyber Security Agency of Singapore (CSA). Unlike fragmented
enforcement systems where responsibilities are dispersed across multiple
institutions, Singapore employs a highly coordinated approach that facilitates
information sharing and operational efficiency. Scholars have noted that
centralized governance structures often improve responsiveness in
cybercrime investigations because decision-making processes are
streamlined and institutional fragmentation is minimized (Yar and Steinmetz
2019).

Another notable characteristic of Singapore's model is its emphasis on
public-private partnerships. Technology companies, internet service
providers, educational institutions, and government agencies collaborate
extensively to identify online threats and promote cyber safety awareness.
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The government has also invested significantly in digital literacy programs
aimed at enhancing children's resilience against online exploitation risks.

Singapore's experience demonstrates that effective child protection does
not necessarily require large institutional structures. Rather, strong
coordination mechanisms, technological capacity, and clear allocation of
responsibilities may substantially enhance enforcement effectiveness even
within relatively small jurisdictions.

United States

The United States possesses one of the most extensive and technologically
sophisticated enforcement systems targeting online child sexual exploitation.
Federal responses are led primarily by the Federal Bureau of Investigation
(FBI), the Department of Homeland Security (HSI), and the Department of
Justice (DOYJ), supported by specialized programs such as the Innocent Images
National Initiative and Internet Crimes Against Children (ICAC) Task Forces
(Mitchell, Wolak, and Finkelhor 2022).

A defining feature of the American approach is the extensive use of
specialized federal investigations supported by advanced technological
resources. Federal agencies routinely employ artificial intelligence, machine
learning algorithms, automated image recognition systems, network analysis
tools, and large-scale digital forensic capabilities to identify offenders and
locate victims. Research indicates that technology-assisted investigations
have dramatically improved the speed and accuracy of identifying child
sexual abuse material and detecting online exploitation networks (Westlake
and Bouchard 2016).

The National Center for Missing and Exploited Children (NCMEC)
serves as another critical component of the American model. Through the
CyberTipline system, technology companies are legally required to report
suspected child sexual exploitation activities. This mandatory reporting
framework generates millions of investigative leads annually and facilitates
cooperation between private-sector platforms and law enforcement
authorities (Wolak, Mitchell, and Finkelhor 2021).

The United States therefore represents an example of technology-
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intensive enforcement in which digital innovation is integrated directly into
investigative  processes. While this  approach
demonstrates the potential benefits of leveraging technological tools to
combat large-scale online exploitation networks.

resource-intensive,

Comparative Assessment

Although each jurisdiction adopts a different institutional structure, several
common characteristics emerge as shown on Table 5. First, all four countries
have established specialized institutions dedicated to combating online child
exploitation. This finding supports the argument that general law
enforcement structures are often insufficient to address the complexity of
OCSE, which requires specialized expertise in cybercrime investigations,
digital forensics, victim identification, and international cooperation.

TABLE 5. Comparative International Responses to Online Child Sexual

Exploitation
K Potential
Specialized &y Technology ofentid
Country e Enforcement e e Strengths Lessons for
Institution Utilization .
Strategy Indonesia
ACCCE
(Australian . Advanced Strong Esta.bhsh
.| Centre to Multi-sector . . dedicated
Australia . digital national _
Counter coordination monitorin coordination national
Child 8 OCSE center
Exploitation)
CEQOP (Child - Strengthen
oL . Victim- .
. Exploitation | Multi-agency | Platform child-
United . , ... | centered
, and Online | safeguarding | accountability . centered
Kingdom . protection . D
Protection | model measures investigative
framework
Command) approaches
I
. Integrated Advanced Efficient .mp.rov'e
Singapore Cybercrime institutional | digital inter-agenc institutional
PO Units & CSA o s ENY | coordination
coordination | forensics cooperation .
mechanisms
United FBI, HSI, Specialized Al-assisted Large-scale | Expand
States ICAC Task | federal detection and | technological | technology-
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- Key Potential
Specialized Technology
Country e Enforcement e e Strengths Lessons for
Institution Utilization .
Strategy Indonesia
Forces, investigations | analytics capabilities | assisted
NCMEC investigations

Source: Various sources, edited and analyzed by Authors

Second, technology plays a central role in all successful enforcement
models. Australia and the United States rely extensively on digital monitoring
systems, artificial intelligence, and advanced forensic technologies. The
United Kingdom emphasizes platform accountability and proactive online
safety measures, while Singapore prioritizes technological competence within
an integrated governance framework. These experiences demonstrate that
technological capability is no longer optional but has become a core
requirement for effective OCSE enforcement.

Third, institutional coordination emerges as a recurring success factor.
Whether through Australia's national coordination center, the United
Kingdom's multi-agency safeguarding framework, Singapore's centralized
governance model, or the United States' extensive interagency cooperation
networks, successful jurisdictions consistently emphasize collaboration
among stakeholders. This suggests that fragmented institutional responses
may significantly reduce enforcement effectiveness.

Lessons for Indonesia
Several important lessons can be derived from these comparative
experiences. First, Indonesia would benefit from establishing a specialized
national institution dedicated exclusively to online child sexual exploitation.
While responsibility for OCSE currently involves multiple agencies—
including the Indonesian National Police, the Ministry of Women's
Empowerment and Child Protection, BSSN, and Komdigi —the absence of a
centralized coordination body may contribute to institutional fragmentation.
The Australian ACCCE model provides a useful example of how specialized
coordination centers can improve operational effectiveness.

Second, Indonesia should strengthen rapid-response mechanisms for
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handling digital evidence and child protection interventions. The experiences
of the United Kingdom and Singapore demonstrate the importance of swift
investigative action, real-time information sharing, and integrated victim
safeguarding procedures. Given the volatility of digital evidence and the
continuing nature of online victimization, delays in intervention may
significantly undermine enforcement outcomes.

Third, Indonesia should expand technology-assisted investigative
capabilities. The United States experience illustrates how artificial
intelligence, automated detection systems, and advanced digital forensic
tools can significantly enhance law enforcement effectiveness. Investment in
digital forensic infrastructure, specialized training, and technological
innovation would strengthen Indonesia's capacity to investigate increasingly
sophisticated forms of online exploitation.

Fourth, greater emphasis should be placed on public-private
partnerships. Technology companies possess critical information, technical
expertise, and platform governance capabilities that can substantially support
child protection efforts. Comparative experiences suggest that effective OCSE
prevention requires cooperation between governments, law enforcement
agencies, technology firms, educational institutions, and civil society
organizations.

Therefore, Indonesia should continue strengthening international
cooperation frameworks. Because online child sexual exploitation is
fundamentally transnational, domestic reforms alone are insufficient.
Effective participation in international investigative networks, information-
sharing arrangements, capacity-building programs, and cross-border
evidence mechanisms remains essential for addressing the global dimensions
of online exploitation. This comparative analysis demonstrates that successful
responses to OCSE are characterized by specialized institutions, technological
innovation, coordinated governance structures, and strong international
cooperation. While legal frameworks remain important, international
experiences suggest that institutional capacity and operational effectiveness
are equally critical determinants of enforcement success. For Indonesia,
adapting these lessons to domestic legal and institutional contexts may
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significantly enhance the protection of children in the digital environment.

STRENGTHENING INDONESIA’S RESPONSE TO ONLINE CHILD
SEXUAL EXPLOITATION

The preceding analysis demonstrates that Indonesia possesses a relatively
comprehensive legal framework addressing online child sexual exploitation
(OCSE). Constitutional guarantees, child protection legislation, cybercrime
regulations, and institutional mechanisms collectively provide a foundation
for protecting children in the digital environment. Nevertheless, significant
challenges remain. Rapid technological developments, the transnational
nature of digital crimes, evidentiary complexities, fragmented institutional
responsibilities, and limitations in international cooperation continue to
undermine enforcement effectiveness. Consequently, strengthening
Indonesia’s response requires a multidimensional strategy encompassing
legal reform, institutional capacity building, international cooperation
enhancement, victim-centered protection measures, and technology-driven
prevention mechanisms.

Importantly, future reforms should not be viewed solely through a
criminal law lens. Contemporary scholarship increasingly emphasizes that
OCSE is simultaneously a cybercrime, child protection, human rights, and
digital governance issue (Livingstone, Stoilova, and Kelly 2023). Accordingly,
effective responses require an integrated framework that combines
enforcement, prevention, victim support, technological innovation, and
international collaboration.

One of the most significant challenges within Indonesia’s current legal
framework is the fragmentation of relevant legislation. OCSE-related conduct
may be prosecuted under the Child Protection Law, the Criminal Code
(KUHP), the Electronic Information and Transactions (ITE) Law, anti-
trafficking legislation, and other sectoral regulations. While this plurality of
legal instruments provides flexibility, it may also create interpretative
inconsistencies regarding offense definitions, evidentiary requirements, and
institutional responsibilities.
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A priority area for reform is therefore the harmonization of child
protection and cybercrime legislation. Existing laws should adopt consistent
definitions concerning online child sexual exploitation, child sexual abuse
material (CSAM), online grooming, sextortion, livestreamed exploitation, and
technology-facilitated abuse. Comparative experiences from Australia and
the United Kingdom demonstrate that legal consistency improves
enforcement effectiveness by reducing ambiguity and facilitating inter-
agency cooperation (Steel 2019).

Furthermore, Indonesian legislation should explicitly criminalize
emerging forms of technology-facilitated exploitation. Current legal
provisions primarily focus on traditional exploitation offenses and the
dissemination of illegal electronic content. However, evolving threats such as
self-generated child sexual abuse material, Al-generated exploitative content,
immersive virtual environments, and livestreamed abuse require more
specific legal regulation. Scholars have noted that legal systems often lag
behind technological developments, creating enforcement gaps that may be
exploited by offenders (Clough 2015). Consequently, legislative
modernization should be proactive rather than reactive.

Legal reform should also address deficiencies concerning digital
evidence governance. As discussed in previous sections, OCSE investigations
are heavily dependent upon electronic evidence, including communications
data, multimedia content, metadata, and cloud-based information. Yet
procedural standards governing digital evidence remain dispersed across
multiple legal instruments.

Indonesia would benefit from establishing standardized national
procedures concerning the collection, preservation, authentication, analysis,
and presentation of electronic evidence. Such standards should incorporate
internationally recognized digital forensic principles, including integrity
verification, chain-of-custody requirements, and evidence preservation
protocols (Casey 2011). Uniform procedures would enhance legal certainty
while reducing challenges regarding evidentiary admissibility during
criminal proceedings.

Particular attention should be given to cross-border evidence
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mechanisms. The increasing prevalence of foreign-held and cloud-stored data
necessitates legal frameworks capable of facilitating timely access to
electronic evidence located outside Indonesian territory. Future reforms
should therefore integrate domestic legislation with emerging international
standards concerning electronic evidence sharing and transnational
cybercrime investigations.

TABLE 6. Recommended Legal Reform Priorities

R ded
Reform Area Current Challenge ecommende
Improvement
F ted 1 1 ified statut
Definition of OCSE ragr.nen ed lega Um' 1.e. statutory
terminology definitions
Exolicit criminalizati
. o Limited regulation of xpid c-rlmma tzation
Emerging Digital o of Al-assisted and
. new exploitation i
Crimes livestreamed
methods .
exploitation
Nati I digital
Digital Evidence Inconsistent procedures anonat digita
evidence standards
Enhanced legal
Cross-Border Limited access to mechanisms for
Investigations foreign-held data electronic evidence
sharing
Cl tatut duti
Platform Weak intermediary cat S, atd ory. uties
. L for online service
Accountability obligations .
providers

Source: Various sources, edited and analyzed by Authors

Table 6 highlights key areas requiring legal reform. The central theme
across these recommendations is legal harmonization. Rather than
continuously introducing isolated amendments, Indonesia should adopt an
integrated regulatory framework that addresses child protection, cybercrime
enforcement, and digital evidence governance as interconnected components
of a comprehensive OCSE response strategy.
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Legal reform alone is insufficient without corresponding institutional
capacity. International experience consistently demonstrates that successful
responses to online child exploitation depend upon specialized institutions
possessing technological expertise, investigative capabilities, and operational
flexibility. Indonesia should therefore establish specialized cyber child
protection units operating at both national and regional levels. While
cybercrime investigations are currently conducted by specialized units within
the Indonesian National Police, dedicated OCSE units would facilitate the
development of expertise concerning victim identification, online grooming
investigations, digital evidence analysis, and international cooperation.
Research indicates that specialization significantly improves investigative
effectiveness in complex cybercrime cases (Holt, Bossler, and Seigfried-
Spellar 2018).

Digital forensic enhancement should also become a strategic priority. The
increasing sophistication of offenders requires advanced forensic capabilities
capable of processing large volumes of electronic evidence. Investments
should focus on forensic laboratories, specialized software, artificial
intelligence-assisted analytics, encrypted device examination tools, and
professional training programs. Strengthening forensic capacity would
reduce investigative delays and improve evidentiary quality.

Institutional coordination represents another critical area for
improvement. Responsibilities relating to OCSE are currently distributed
across multiple agencies, including the Indonesian National Police, the
Attorney General’s Office, the Ministry of Women's Empowerment and Child
Protection, Komdigi, BSSN, and child protection institutions. Although each
institution performs important functions, fragmented governance structures
may hinder effective responses. Establishing a national OCSE coordination
center similar to Australia’s ACCCE model could significantly improve
information sharing and operational cooperation.

TABLE 7. Institutional Strengthening Priorities
Institution Area Existing Challenge Proposed Reform
Law Enforcement Limited specialization | Dedicated OCSE
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Institution Area Existing Challenge Proposed Reform
investigation units

Expansion of forensic

Digital Forensics Resource constraints .
infrastructure
Inter-Agency Institutional National coordination
Cooperation fragmentation center
o . Uneven service Integrated child
Victim Assistance s ) )
availability protection services

Continuous specialized

Training Programs Skill disparities .
traimning

Source: Various sources, edited and analyzed by Authors

Table 7 demonstrates that institutional strengthening requires both
structural and operational reforms. Specialized institutions, advanced
forensic capabilities, and coordinated governance mechanisms are mutually
reinforcing components that collectively improve enforcement effectiveness.

Given the transnational nature of OCSE, domestic reforms must be
complemented by stronger international cooperation mechanisms.
Contemporary cybercrime investigations frequently involve foreign suspects,
overseas service providers, cloud-based evidence repositories, and
multinational criminal networks. Consequently, international cooperation
should be viewed as an operational necessity rather than a supplementary
enforcement tool.

One important area for improvement concerns Mutual Legal Assistance
(MLA) procedures. Existing MLA mechanisms often suffer from lengthy
processing times and administrative complexity. Indonesia should pursue
simplified procedures for urgent electronic evidence requests, particularly in
cases involving ongoing child victimization. Scholars have consistently
emphasized that delays in obtaining digital evidence may result in
irreversible evidentiary loss (Daskal 2015).

Indonesia should also expand participation in cross-border investigative
frameworks. Joint investigation teams, real-time intelligence-sharing
arrangements, and multinational cybercrime task forces have demonstrated
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considerable effectiveness in combating transnational exploitation networks.
Increased engagement with INTERPOL, ASEAN cybercrime initiatives, and
international child protection networks would strengthen Indonesia’s
operational capabilities. Additionally, information-sharing agreements with
technology companies and foreign authorities should be enhanced. Such
arrangements may facilitate faster access to subscriber information, metadata,
and account records while respecting applicable legal safeguards and privacy
protections.

Although enforcement remains essential, prevention represents the most
sustainable strategy for reducing OCSE. Research consistently indicates that
child protection efforts are most effective when preventative interventions
complement criminal justice responses (Livingstone and Stoilova 2021).
Accordingly, Indonesia should adopt a comprehensive prevention
framework incorporating public awareness, digital literacy, and victim-
centered support services.

Public awareness campaigns should educate parents, teachers,
caregivers, and children regarding online risks, grooming tactics, privacy
protection, and reporting mechanisms. Awareness initiatives are particularly
important because offenders frequently exploit limited understanding of
online safety practices. Effective prevention therefore requires active
participation from families, schools, communities, and digital platforms.

Digital literacy programs should be integrated into educational curricula
at multiple levels. Contemporary child protection scholarship increasingly
emphasizes the importance of empowering children to navigate online
environments safely rather than relying exclusively upon restrictive
approaches (Third et al. 2021). Digital literacy education should include topics
such as privacy management, recognizing grooming behaviors, reporting
suspicious activities, and understanding digital rights.

Victim protection services must also be strengthened. OCSE frequently
results in long-term psychological trauma, social stigma, and repeated
victimization associated with the continued circulation of abusive content.
Child-centered support services should therefore include psychological
counseling, legal assistance, social reintegration programs, and long-term
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recovery support. Victim welfare should remain a central consideration
throughout the criminal justice process.

The increasing scale and complexity of OCSE necessitate greater reliance
upon technology-based prevention strategies. Given the enormous volume of
online content generated daily, manual monitoring alone is insufficient for
identifying exploitative material and harmful behavior. Consequently,
technological innovation must become an integral component of future child
protection policies.

Automated detection systems offer considerable potential for identifying
child sexual abuse material and suspicious behavioral patterns. Machine
learning algorithms, image recognition technologies, and behavioral analytics
tools are increasingly used by law enforcement agencies and digital platforms
to detect exploitative content before widespread dissemination occurs
(Westlake and Bouchard 2016). Indonesia should encourage the adoption of
such technologies while ensuring compliance with human rights and privacy
principles.

Platform accountability mechanisms should also be strengthened. Digital
platforms occupy a critical position within the online ecosystem because they
control access to communication services, content distribution systems, and
user-generated content. Future regulatory frameworks should require
platforms to implement risk assessment procedures, child safety measures,
content reporting systems, and rapid removal protocols for exploitative
material. The United Kingdom’s Online Safety model provides a useful
example of how platform responsibilities can be integrated into broader child
protection strategies. Finally, Indonesia should develop risk-monitoring
frameworks capable of identifying emerging threats within digital
environments. Such frameworks could integrate law enforcement
intelligence, platform reporting systems, academic research, and child
protection expertise to support evidence-based policymaking. Rather than
responding only after harm occurs, risk-monitoring systems would facilitate
earlier intervention and more proactive child protection measures.
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TABLE 8. Strategic Framework for Strengthening Indonesia’s OCSE
Response

Strategic Area Primary Objective Key Measures
Improve regulatory Harmonized legislation
Legal Reform , and digital evidence
effectiveness
rules
Institutional Enhance operational Specialized units and
Strengthening capacity forensic development
International Address transnational | MLA reform and joint
Cooperation crime investigations
Prevention & Victim Reduce vulnerability | Digital literacy and
Protection and harm support services
Technol.ogy—Based Improve early detection Al systems and 3y
Prevention platform accountability

Source: Various sources, edited and analyzed by Authors

Table 8 summarizes the five strategic pillars necessary for strengthening
Indonesia’s response to online child sexual exploitation. Importantly, these
pillars should not be implemented independently. Legal reform requires
institutional capacity to ensure effective enforcement; international
cooperation depends upon robust domestic frameworks; prevention
initiatives require technological support; and victim protection must remain
integrated throughout all policy responses. Accordingly, the most effective
approach is a holistic and coordinated strategy that combines legal,
institutional, technological, and social interventions within a unified child
protection framework.

In conclusion, strengthening Indonesia’s response to OCSE requires a
shift from fragmented and reactive approaches toward a comprehensive
governance model capable of addressing the legal, technological, and
transnational dimensions of online exploitation. Comparative experiences
demonstrate that successful jurisdictions combine specialized institutions,
advanced investigative capabilities, strong international cooperation,
preventative  interventions, and technology-assisted enforcement
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mechanisms. By adopting these reforms, Indonesia can significantly enhance
its capacity to protect children and uphold their rights in an increasingly
complex digital environment.

CONCLUSION

This study demonstrates that Online Child Sexual Exploitation (OCSE) has
evolved into one of the most complex forms of cyber-enabled crime,
characterized by its transnational nature, technological sophistication, and
profound impact on child victims. In Indonesia, the legal framework
addressing OCSE is dispersed across multiple instruments, including
constitutional provisions, child protection legislation, criminal law, and
electronic information regulations. Although these laws provide an important
normative basis for criminalizing exploitation and protecting children,
significant gaps remain in their implementation. The study further reveals
that the digital environment has transformed traditional forms of child
exploitation into borderless offenses involving online grooming, child sexual
abuse material (CSAM), livestreamed abuse, sextortion, and technology-
facilitated recruitment. These developments create substantial challenges for
law enforcement agencies, particularly in relation to digital evidence
collection, forensic analysis, offender identification, and victim protection.
The findings also highlight that the effectiveness of OCSE enforcement is
significantly constrained by cross-border dimensions of cybercrime. Digital
evidence is frequently stored in foreign jurisdictions, criminal actors operate
through international networks, and online platforms function across
multiple legal systems. Consequently, jurisdictional conflicts, data access
barriers, procedural delays in mutual legal assistance (MLA), and limitations
in international cooperation often hinder timely investigations and
prosecutions. Comparative analysis of Australia, the United Kingdom,
Singapore, and the United States demonstrates that successful responses to
OCSE are generally supported by specialized institutions, advanced digital
forensic capabilities, technology-assisted investigations, strong inter-agency
coordination, and proactive engagement with international partners. These
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jurisdictions have increasingly adopted integrated governance approaches
that combine criminal enforcement, child safeguarding measures, platform
accountability, and preventive interventions.

Based on these findings, this study argues that strengthening Indonesia’s
response to OCSE requires a comprehensive and multidisciplinary strategy.
Legal reforms should focus on harmonizing child protection and cybercrime
legislation, clarifying offense definitions, and establishing more robust digital
evidence procedures. Institutional reforms should prioritize the development
of specialized cyber child protection units, enhanced forensic infrastructure,
and centralized coordination mechanisms among relevant agencies. At the
international level, Indonesia should expand participation in cross-border
investigative frameworks, improve MLA procedures, and strengthen
cooperation with foreign authorities, international organizations, and digital
service providers. Equally important are preventive measures, including
digital literacy programs, public awareness initiatives, child-centered support
services, and technology-based detection systems. Ultimately, the protection
of children in the digital era requires not only stronger legal enforcement but
also a coordinated framework that integrates human rights principles,
technological innovation, institutional capacity, and international
cooperation to address the increasingly globalized nature of online child
sexual exploitation.
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